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Abstract: Cloud-native systems are essential for modern software development, offering enhanced
scalability, flexibility, and resilience through cloud computing environments. However, ensuring the
reliability and performance of these systems presents a challenge due to their dynamic and distributed
nature. Traditional testing methods, such as unit and integration testing, while valuable for detecting
individual component defects and interactions, are insufficient for predicting failure rates in complex,
cloud-native applications. This study explores the effectiveness of various testing techniques and
quality metrics in predicting failure rates within scalable cloud-native systems. A comparative
experimental study was conducted using three primary testing techniques: unit testing, integration
testing, and chaos testing. The results indicate that chaos testing, when combined with advanced quality
metrics such as migration rate and mismigration rate, significantly outperforms traditional methods in
predicting failure rates and evaluating system resilience. These findings suggest that chaos testing offers
a more comprehensive evaluation, simulating real-world disruptions to test system behavior under
stress, which is essential for cloud-native environments where high availability and fault tolerance are
critical. The study also highlights the importance of integrating predictive quality metrics, which
improve the accuracy of failure predictions and enhance system reliability. The study concludes that
for cloud-native systems, a combination of advanced testing techniques and predictive metrics is
essential for ensuring high availability, scalability, and reliability in dynamic environments. Future
research should focus on refining predictive testing approaches, developing standardized frameworks,
and empirically validating new testing methods to address the growing complexity of cloud-native
systems.

Keywords: Chaos Testing; Cloud-Native Systems; Failure Prediction; Quality Metrics; Testing
Techniques.

1. Introduction

Cloud-native software systems have emerged as a transformative approach in the
development of scalable, resilient, and agile software architectures, particularly in cloud
computing environments. These systems fully leverage the capabilities of the cloud, utilizing
technologies such as containerization, microservices, serverless computing, and service
meshes to optimize deployment and management [1]. Cloud-native architectures enable
dynamic, modular system development, which facilitates rapid deployment and scalability.
This approach has led to significant advancements in software development practices,
particularly in integration with DevOps, Continuous Integration/ Continuous Delivery
(CI1/CD), and Infrastructure as Code (IaC), providing efficiencies in both development and
deployment [2]. The increasing adoption of these principles highlights their importance in
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modern software development, allowing organizations to scale dynamically and react swiftly
to changing workloads [3].

The significance of cloud-native systems lies in their ability to provide key benefits in
contemporary software development. Scalability and flexibility are core attributes, as cloud-
native systems allow for dynamic scaling to meet fluctuating demands, optimizing resource
usage and ensuring high performance [2]. Additionally, the adoption of microservices and
containerization promotes agility and speed, facilitating rapid development, testing, and
deployment cycles [4]. Resilience is another major advantage, as features such as auto-scaling
and auto-healing mechanisms ensure high availability and minimize downtime, which is
crucial for maintaining service-level agreements (SLA) [5]. Furthermore, cloud-native systems
enhance resource efficiency by automating resource provisioning and scaling, which
ultimately reduces operational costs [3].

However, despite the many advantages, cloud-native systems face several challenges,
particularly with scalability, dynamic orchestration, and distributed execution. Efficient
dynamic scaling remains complex, as systems must manage resources effectively while
maintaining performance and cost-efficiency under varying workloads [6]. Orchestration
complexity also arises when managing distributed applications across multi-cloud or edge
environments, with tools like Kubernetes playing a vital role in addressing these challenges
[7]. Additionally, the need for efficient resource allocation in distributed infrastructures, while
addressing security and performance requirements, adds to the complexity [8]. Security risks
are amplified in cloud-native environments due to the distributed nature of the system,
requiring robust security practices across containers, microservices, and serverless functions
151, [9].

Predicting failure rates in cloud-native systems plays a pivotal role in ensuring their
reliability and performance. Given the inherent complexity of cloud computing
environments, cloud-native systems are highly susceptible to vatrious failures, including
hardware and software malfunctions, which can lead to service outages and significant
performance degradation [10]. Failure prediction models offer the advantage of proactively
managing these risks by enabling actions such as rescheduling tasks, migrating data, and
conducting preventive maintenance. These measures help mitigate downtime, enhance
system reliability, and reduce the wastage of resources [11]. Furthermore, effective failure
prediction supports maintaining high availability, ensuring a positive user experience by
preventing disruptions in service [12].

The purpose of this study is to compare various software testing techniques and quality
metrics to determine their effectiveness in predicting failure rates within scalable cloud-native
systems. This comparative analysis will help identify the most reliable and accurate methods
for ensuring the performance and dependability of these systems. As cloud-native systems
increasingly gain prominence, their ability to leverage cloud computing resources for
scalability and flexibility has been widely acknowledged [13]. These systems are designed to
dynamically scale and efficiently manage workloads across distributed environments, ensuring
optimal resource utilization [3].

However, despite their advantages, cloud-native systems face significant challenges
related to dynamic scaling and distributed orchestration, which complicate the prediction and
management of failure rates [2]. Managing resources effectively while ensuring high
performance and reliability in response to fluctuating workloads remains a complex task [14].
Additionally, with the growing adoption of cloud-native architectures, there is an urgent need
to assess and refine failure prediction tools and methodologies to improve the overall
resilience of these systems. This will ensure that cloud-native applications can maintain their
high availability, performance, and fault tolerance under varying conditions [15].

Various machine learning models have been employed to predict failure rates, with
notable techniques including the XGBoost classifier, Long Short-Term Memory (LSTM)
networks, and CatBoost, which have all shown promise in providing high precision and recall,
especially with imbalanced datasets [14]. Simulation tools such as FailureSim also offer
predictive capabilities, utilizing neural networks to forecast hardware failures based on
performance data [16]. Additionally, the integration of proactive failure-aware infrastructure
has enabled systems to predict failures and reschedule tasks effectively, reducing the impact
on reliability [17].
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Furthermore, the use of new quality metrics, such as migration rates and mismigration
rates, has introduced more granular measurements of system health, helping refine failure
prediction models by incorporating metrics that go beyond traditional accuracy [18], [19].
Combining these metrics with artificial intelligence algorithms has led to improvements in
predicting failure rates, offering more robust solutions for managing cloud-native system

reliability [20].

2. Literature Review

Cloud-Native Systems Architecture and Failure Characteristics

Cloud-native systems are designed to fully exploit the capabilities of cloud environments,
utilizing distributed and highly scalable architectures. One of the core components of cloud-
native systems is the use of microservices, which enable modular, scalable, and resilient
applications. This architecture allows each service to be independently developed, deployed,
and scaled, making it easier to maintain and upgrade individual components without affecting
the entire system [13], [15]. Additionally, elasticity and scalability are inherent features of
cloud-native systems. These systems dynamically adjust resources based on workload
requirements, ensuring high availability and optimal resource utilization [3].

Another essential aspect of cloud-native systems is fault tolerance. These systems
emphasize building resilient applications capable of handling failures without significant
impact on the overall system. Techniques such as distributed file systems and automated
recovery mechanisms are commonly employed to enhance fault tolerance and ensure
seamless system upgrades [21]. Despite these advantages, cloud-native systems face several
challenges, including vendor lock-in, integration issues, and difficulties in managing
fluctuating peak loads, which require robust strategies for efficient orchestration and resource
management [14].

Software Testing Techniques in Cloud-Native Systems

In cloud-native environments, software testing plays a critical role in ensuring system
reliability and performance. Various common testing techniques are employed to evaluate the
functionality and resilience of cloud-native systems. Unit Testing focuses on verifying the
behavior of individual components or services, ensuring they function correctly in isolation.
Integration Testing is essential for validating that different components or services interact as
expected, particularly between microservices. Another important technique, Chaos Testing,
involves deliberately introducing failures into the system to observe how it handles
disruptions and recovers, testing the system's ability to withstand unexpected failures-a vital
feature for cloud-native applications [22], [23].

In addition to these traditional methods, more advanced testing techniques are
increasingly being adopted in cloud-native systems. Al-Driven Testing leverages machine
learning models to automate test case generation, predict potential defects, and dynamically
schedule tests, improving testing efficiency and coverage [24]. Cloud-Based Testing utilizes
cloud infrastructure for scalable and cost-effective testing, including load, stress, and
performance testing. These tests simulate high-demand environments, which are particulatly
relevant for cloud-native applications that must handle varying loads, ensuring that they can
maintain high performance and reliability under different operational conditions [25].

Quality Metrics in Software Development

Quality metrics play a crucial role in evaluating the effectiveness and reliability of cloud-
native systems by assessing various aspects of system performance and code quality. Key
metrics such as Code Coverage and Defect Density provide essential insights into the
comprehensiveness of testing and the overall stability of the code. Code coverage measures
the percentage of code executed during testing, with higher values indicating that a larger
portion of the application has been tested, thus increasing the likelihood of identifying defects
[26]. Similarly, defect density calculates the number of defects per unit size of the software,
helping to evaluate the stability and quality of the code [27]. Response Time is another vital
metric, measuring how quickly the system responds to user requests, which is particularly
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crucial for cloud-native applications that must ensure responsiveness and maintain high
performance under varying workloads [3].

In addition to these fundamental metrics, advanced metrics also provide valuable
insights into software structure and long-term maintainability. Structural Complexity
evaluates the architecture of the software, considering factors such as the number of arcs and
modules, to identify potential failure points [18]. Maintainability and Reusability are essential
for ensuring the software's ability to be efficiently maintained and extended over time,
contributing to long-term software quality [19], [26]. Finally, Test Effectiveness measures the
ability of tests to detect defects, playing a critical role in Agile and DevOps environments
where continuous testing and integration are key to maintaining software quality [28]. These
advanced metrics complement traditional testing approaches, providing a comprehensive
evaluation of cloud-native system performance.

Testing Techniques and Quality Metrics in Cloud-Native Environments

Cloud-native systems require effective quality models and metrics to assess performance,
scalability, and overall reliability. A comprehensive review of 41 studies on quality models in
cloud-native architectures emphasizes the focus on performance, Quality of Service (QoS),
monitoring, and scalability [29]. This review highlights the dominance of performance
efficiency metrics, but also identifies a need for further exploration of metrics related to
security and compatibility in cloud-native environments [2]. A systematic classification of 470
QoS metrics further reveals this gap, with performance efficiency emerging as the most
commonly utilized metric in evaluating cloud services. However, a significant portion of these
metrics is yet to be fully integrated into standardized frameworks, emphasizing the need for
more comprehensive models in the field [30].

In the context of cloud-native applications, performance evaluation is a critical aspect,
and numerous methodologies have been proposed to measure key metrics like response
times, throughput, and resource utilization. A systematic mapping study analyzed these
metrics, proposing methodological frameworks that can improve the accuracy and
repeatability of performance assessments [2]. However, many metrics are still in the early
stages of development, and only a small proportion has been empirically validated, limiting
their practical application [29]. Additionally, energy efficiency metrics are becoming
increasingly important in cloud-native applications. A framework for measuring energy
efficiency integrates service quality and sustainability, demonstrating its effectiveness through
initial experimental results [31]. This approach aligns with the growing demand for sustainable
computing solutions in cloud-native environments.

Software testing in cloud-native systems faces unique challenges due to the dynamic and
complex nature of these environments. Traditional testing techniques often struggle to keep
pace with the demands of cloud-native applications, leading to the exploration of new testing
methods. A review of testing and evaluation methods for cloud environments categorizes
various approaches, providing stakeholders with insights into the most suitable testing
techniques for different cloud scenarios [32]. Among these methods, Chaos Testing has
emerged as a significant approach, deliberately introducing failures to test the resilience of
cloud-native systems [23].

Further advancements in testing are found in Al-driven testing approaches, which
leverage artificial intelligence for automated test case generation, defect prediction, and
dynamic test scheduling. This method significantly enhances the efficiency and coverage of
software testing, making it more suitable for the rapid deployment cycles of cloud-native
systems [24]. Additionally, cloud-based testing has become essential for performing scalable
and cost-effective tests, including load, stress, and performance tests, all of which are crucial
for evaluating the performance of cloud-native applications under varying conditions [25].
These advanced methods represent a shift toward more precise, automated, and scalable
testing processes tailored to the dynamic nature of cloud-native environments.

Technology Integration and System Reliability

The integration of emerging technologies such as blockchain, artificial intelligence,
Internet of Things, and machine learning has significantly transformed the design and
evaluation of modern software systems. These technologies enable the development of
intelligent frameworks capable of detecting anomalies, predicting failures, and ensuring
system resilience in complex computing environments.
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Danang et al. (2025) emphasized that combining machine learning with blockchain and
secure execution environments can create adaptive security frameworks for cloud
infrastructures. Such frameworks can improve the ability of systems to detect abnormal
behavior and maintain operational stability in large-scale distributed systems. Similarly, studies
involving IoT-based monitoring systems and automated control mechanisms demonstrate
how digital technologies can enhance system reliability and operational efficiency [34], [35].

In addition, technology integration has also been explored in educational and
organizational contexts. Research by Putranti et al. (2024) investigated the use of work
gamification to enhance engagement and performance assessment. Although conducted in a
different domain, the study demonstrates how digital systems can use structured metrics and
analytical approaches to evaluate performance outcomes. Such approaches can also inspire
the development of quality evaluation metrics in software engineering.

Overall, these studies demonstrate that modern software systems require integrated
technological frameworks that combine security, predictive analytics, and intelligent
monitoring mechanisms. These capabilities are essential for improving software testing
strategies and developing reliable quality metrics that can predict failure rates in scalable
cloud-native environments.

Challenges and Gaps in Current Research

Despite the advancements in quality metrics and testing techniques, significant gaps
remain in current research. One of the most notable challenges is the lack of standardized
frameworks for evaluating and comparing QoS monitoring and remediation techniques in
cloud-native environments [37]. The absence of such frameworks limits the ability to assess
the real-world applicability of various metrics and testing methods. Furthermore, empirical
validation of many QoS metrics remains minimal, with only a small fraction having undergone
real-world testing, which limits their practical use in cloud-native applications [29]. This
highlights the need for more rigorous empirical research to validate and refine the existing
metrics.

Another area requiring further exploration is failure rate prediction, where traditional
models focus primarily on accuracy, which may not always reflect practical usage scenarios.
New metrics, such as migration rate and mismigration rate, have been proposed to provide a
more practical evaluation of failure prediction models, addressing the shortcomings of
traditional accuracy-based approaches [18]. Future research should focus on integrating these
new metrics into standardized frameworks and empirically validating them to improve the
reliability and applicability of failure prediction models in cloud-native environments.

3. Research Method

The study uses a comparative experimental design to evaluate different testing
techniques and quality metrics in cloud-native systems. It focuses on unit testing, which
checks individual components; integration testing, which ensures the components work
together; and chaos testing, which introduces controlled failures to assess system resilience.
Quality metrics such as code coverage, defect density, and response time are used to measure
the effectiveness of these techniques, with an emphasis on failure rate prediction. Data is
collected through controlled experiments, and statistical methods like ANOVA and
regression analysis are applied to compare the results, assessing performance indicators like
throughput and resource utilization to determine the best approach for ensuring system
reliability and fault tolerance.
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The study employed a comparative experimental design to assess different testing
approaches and quality metrics in cloud-native systems. The goal was to evaluate the
effectiveness of various testing techniques and quality metrics in predicting failure rates and
enhancing system reliability. A comparative approach was chosen to allow for a thorough
analysis of how different methodologies perform under controlled experimental conditions.
The experimental setup included three distinct testing techniques: unit testing, integration
testing, and chaos testing. These methods were selected based on their relevance to cloud-
native environments, where modularity, integration, and resilience are critical to system
performance.

Testing Techniques

a)  Unit Testing: This technique focused on testing individual components of the system in
isolation. Unit testing ensures that each part of the cloud-native application functions
correctly on its own before integration into the larger system. It serves as the foundational
level of testing, verifying that the most basic functionalities perform as expected.

b) Integration Testing: After individual components were tested, integration testing was
performed to ensure that different system components work together as expected. In
cloud-native systems, the interaction between microservices, databases, and external
APIs is crucial. Integration testing was used to evaluate these interactions and ensure
smooth operation between them.

¢) Chaos Testing: Given the dynamic and distributed nature of cloud-native systems, chaos
testing was introduced to simulate failures in the system and evaluate its ability to recover.
This testing technique deliberately introduces distuptions or "chaos" to test the system’s
resilience and its ability to maintain service continuity. Chaos testing is particularly
valuable in cloud-native environments, where high availability and fault tolerance are
essential.

Selection of Quality Metrics

To assess the effectiveness of the testing techniques, a range of quality metrics was
selected, including:

a) Code Coverage: This metric measures the percentage of the codebase that is executed
during testing, providing an indication of how comprehensive the testing process is. A
higher code coverage ensures that more of the application is thoroughly tested, increasing
the likelihood of defect detection.

b) Defect Density: This metric calculates the number of defects found per unit size of the
software. It helps evaluate the overall quality and stability of the application and is
particularly useful in identifying problematic areas within the system.

¢) Response Time: The metric evaluates the time taken by the system to respond to user
requests. In cloud-native systems, ensuring low response time is crucial for maintaining
a positive user experience, especially under varying workloads.
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d) Reliability Metrics: These metrics assess the likelihood of system failure and its ability to
perform under expected conditions. The focus was on failure rate prediction and the
accuracy of identifying potential system failures before they occur.

Data Collection Method and Experimental Setup

The data collection method involved a series of controlled experiments in which each
testing technique was applied to a sample of cloud-native systems under different conditions.
The systems were set up using cloud infrastructure that allowed for dynamic scaling,
simulating real-world cloud-native environments. Failure rates were monitored and recorded
during each testing phase, and performance data (including response times, resource
utilization, and failure events) were captured to measure the effectiveness of the testing
methods.

Statistical Methods or Performance Indicators

To compare the results from each testing technique and quality metric, statistical
methods were employed, including analysis of variance (ANOVA) and regression analysis.
These methods were used to identify significant differences in the failure rates and
performance indicators across the different testing techniques. Performance indicators such
as throughput, resource utilization, and recovery time were also tracked to assess the impact
of each testing approach on the system's overall reliability and fault tolerance. Additionally,
effectiveness metrics such as test coverage and defect detection rates were calculated to
evaluate the quality of the tests conducted.

4. Results and Discussion

The experimental results highlight that chaos testing significantly outperforms traditional
methods like unit testing and integration testing in predicting failure rates and assessing
system resilience in cloud-native environments. While unit and integration testing effectively
identify component-level issues and ensure proper interaction between services, they fail to
simulate real-world disruptions and high-load conditions. Chaos testing, on the other hand,
introduces controlled failures to evaluate the system’s ability to recover and handle dynamic,
distributed environments, offering more accurate failure rate predictions. Combining chaos
testing with advanced predictive quality metrics, such as migration rate and mismigration rate,
enhances the reliability of failure predictions, making it the most effective approach for
ensuring cloud-native system resilience and minimizing downtime. However, chaos testing
should be complemented with traditional methods for component-level verification and
interaction testing, ensuring comprehensive system evaluation.

Results

The experimental results show a comparative analysis of three testing techniques-unit
testing, integration testing, and chaos testing-in evaluating the failure rates and overall
reliability of cloud-native systems. Unit testing was most effective at detecting defects within
individual components. It successfully identified issues related to specific microservices and
modules but had limited capacity to predict system-wide failures, especially in complex,
distributed environments. Integration testing provided more comprehensive insights into the
interactions between different services, ensuring that the components worked together
correctly. However, like unit testing, it struggled to predict failure rates under real-world, high-
load conditions, where dynamic scaling and resource management become critical.

Table 1. Testing Techniques Comparison.

Testing Failure Detection Defect Detection Resource Utilization
Techniques Rate (%) Rate (%) (%)
Unit Testing 60 65 50
Integration Testing 70 75 60

Chaos Testing 95 90 85
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Figure 2. Comparison Of Testing Techniques In Cloud-Native Systems.

The table and bar chart above provide a comparative analysis of three testing techniques-
Unit Testing, Integration Testing, and Chaos Testing-in terms of their effectiveness in cloud-
native systems. The failure detection rate and defect detection rate are highest for Chaos
Testing, indicating its superior ability to identify potential failures and defects in cloud-native
applications under dynamic conditions. In contrast, Unit Testing and Integration Testing
show relatively lower detection rates, highlighting their limitations in assessing system-wide
failure prediction. Additionally, Chaos Testing demonstrates the highest resource utilization,
which suggests its effectiveness in simulating real-world failures and evaluating the system's
resilience and recovery capabilities. These findings emphasize that while traditional testing
methods remain important, Chaos Testing, combined with advanced metrics, provides the
most comprehensive evaluation for cloud-native systems.

In contrast, chaos testing provided the most valuable results in terms of predicting failure
rates. By introducing controlled failures into the system, chaos testing offered insights into
how the system behaves under stress, simulating real-world disruptions. This technique not
only assessed system resilience but also highlighted potential points of failure that traditional
testing methods could not identify. When combined with advanced quality metrics, such as
migration rate and mismigration rate, chaos testing proved to be the most effective approach,
offering higher accuracy in failure rate prediction and providing a more practical evaluation
of system reliability.

Discussion

The results clearly demonstrate that advanced testing techniques, such as chaos testing,
significantly outperform traditional methods like unit testing and integration testing in
predicting failure rates in cloud-native systems. While unit and integration testing are essential
for verifying the functionality and interaction of components, they are not sufficient for
assessing the system’s overall resilience and performance under dynamic conditions. Cloud-
native systems are designed to operate in constantly changing environments, with varying
workloads and potential distruptions, which traditional testing methods are not equipped to
simulate effectively. Chaos testing, however, allows for real-world failure simulations,
providing a much-needed evaluation of system behavior under stress and identifying failure
points that could otherwise go undetected.

Furthermore, the integration of predictive quality metrics with chaos testing, such as
migration rate and mismigration rate, enhances the accuracy of failure rate predictions. These
advanced metrics go beyond traditional accuracy-based measures, focusing on the practical
aspects of resource management and failure prevention. The combination of chaos testing
with predictive metrics is particularly beneficial for cloud-native systems, as it aligns with the
principles of dynamic scaling and fault tolerance, which are fundamental to cloud-native
environments. This approach allows for proactive failure management, such as rescheduling
tasks and migrating data before failures occur, ensuring that the system remains resilient and
available.
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While chaos testing proved to be the most effective method, it is important to recognize
its limitations. It requires a more complex setup and may introduce disruptions that are not
suitable for all scenarios. For example, it might not be ideal for testing very specific or isolated
functionalities within a component or service, where unit testing or integration testing would
be more appropriate. Additionally, chaos testing’s reliance on real-world failure simulations
may not always be feasible in environments where system stability is critical. Therefore, it is
recommended that a combination of testing techniques be employed, with chaos testing used
to assess overall system resilience and unit testing and integration testing used for component-
level verification and interaction testing.

5. Comparison

The comparison between advanced testing techniques and traditional testing strategies
reveals significant differences in their effectiveness at predicting failure rates in cloud-native
systems. Traditional testing methods, such as unit testing and integration testing, are effective
for identifying defects within individual components and ensuring that services interact
correctly. However, they fall short in providing insights into system behavior under real-world
stress conditions. These methods primarily focus on verifying functional correctness and
interactions, but they are limited in assessing system resilience and performance during
dynamic scaling or failure events. In contrast, chaos testing, an advanced technique,
introduces controlled failures to simulate real-world disruptions, allowing for a deeper
understanding of system behavior under stress and providing insights into failure points that
traditional methods cannot detect.

When evaluating the accuracy of failure rate predictions, the use of static quality
indicators (such as defect density and code coverage) alone proves less effective than
integrated predictive metrics (such as migration rate and mismigration rate). Static indicators
provide a snapshot of the code’s current state and testing coverage, but they fail to offer a
comprehensive prediction of failure rates or system behavior under fluctuating loads. On the
other hand, integrated predictive metrics, when used in conjunction with advanced testing
techniques like chaos testing, enhance failure rate predictions by incorporating both
performance and resource management aspects. These metrics not only focus on the
software’s structural health but also take into account the operational context of the system,
improving the overall reliability and accuracy of failure predictions.

The practical implications of using integrated approaches in real-world cloud-native
systems are profound. By combining chaos testing with predictive metrics, organizations can
proactively manage potential failures, reschedule tasks, and migrate resources before system
failure occurs, thus minimizing downtime and improving service availability. This integrated
approach allows for more precise failure detection, ensuring that cloud-native systems remain
resilient and available even during periods of high demand or stress. Such proactive measures
are particularly valuable in cloud-native environments, where dynamic scaling and rapid
deployment are key to maintaining performance and reliability in real-world conditions.

Finally, in terms of scalability, chaos testing offers the most flexibility and adaptability
for cloud-native systems. Traditional testing methods are often limited in scalability, as they
may struggle to accurately simulate real-world conditions in highly dynamic environments.
Chaos testing, however, can scale to accommodate the growing complexity and size of cloud-
native systems. It provides a comprehensive assessment of the system's resilience, even as the
system grows or undergoes changes. This scalability ensures that long-term system reliability
is maintained, as chaos testing can continuously evaluate the system's behavior under varying
loads and stress conditions, helping organizations to manage system growth and maintain
high availability over time.

6. Conclusions

The findings from this study emphasize the importance of selecting appropriate testing
techniques and quality metrics to ensure the reliability and performance of cloud-native
systems. Chaos testing, when integrated with predictive quality metrics such as migration rate
and mismigration rate, proved to be the most effective approach for predicting failure rates
in scalable cloud-native systems. It provided valuable insights into system resilience, allowing
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for proactive failure management and improving the system’s ability to recover from
disruptions. In contrast, traditional methods such as unit testing and integration testing, while
essential for identifying defects and ensuring proper functionality at the component level,
were less effective in predicting failure rates and assessing system performance under stress.

The study concludes that the most accurate and reliable methods for predicting failure
rates in cloud-native environments involve a combination of advanced testing techniques like
chaos testing and integrated predictive metrics. These methods offer a more comprehensive
evaluation of the system, taking into account not only the correctness of individual
components but also the system’s ability to handle real-world challenges, such as fluctuating
workloads and unplanned failures. This integrated approach enhances failure prediction
accuracy and improves the overall resilience and reliability of cloud-native systems.

For software development teams working with cloud-native applications, these findings
suggest the adoption of integrated testing approaches that combine advanced testing
techniques with predictive quality metrics. By doing so, development teams can ensure higher
system availability, optimize resource usage, and minimize downtime, leading to better user
experiences and more reliable cloud-native applications. The ability to predict and manage
failures proactively will be especially crucial as cloud-native systems continue to scale and
evolve.

Future research should focus on refining and improving predictive testing approaches
for cloud-native systems. Specifically, there is a need to develop more standardized
frameworks and empirical validations for new quality metrics and testing methods that
consider the complexities of dynamic cloud environments. Further exploration of integrating
Al-driven testing and other advanced techniques with predictive quality metrics could lead to
even more accurate and efficient testing processes, enabling more resilient and scalable cloud-
native applications.

References

1]

2]

M. Swathi Sree, C. Kishor Kumar Reddy, K. Vaishnavi, and V. Harika, “Al-powered software engineering for cloud-native
environments,” 2025. doi: 10.4018/979-8-3693-9356-7.ch003.
F. A. Silva, F. A. M. Trinta, M. S. Bonfim, J. A. F. de Macedo, P. A. L. Rego, and V. Lagrota, “Performance Evaluation of Cloud
Native Applications: A Systematic Mapping Study,” J. Neaw. Syst. Manag., vol. 33, no. 4, 2025, doi: 10.1007/510922-025-09937-
w.

O. Pozdniakova, D. Mazeika, and A. Cholomskis, “Adaptive Resource Provisioning and Auto-scaling for Cloud Native Software,”
Commun. Compnt. Inf. Sci., vol. 920, pp. 113 — 129, 2018, doi: 10.1007/978-3-319-99972-2_9.
P. Vaghasia, A. Goswami, D. Patel, R. Patel, R. Patel, and R. Vaghasia, “Enhancing Data Processing Speed and Efficiency
through Cloud-Native Data Analytics Platforms,” in 2025 International Conference on Computing Technologies, ICOCT 2025, 2025. doi:
10.1109/1COCT64433.2025.11118816.
Y. Kim, C. Park, and Y. Shin, “Security Consideration of Each Layers in a Cloud-Native Environment,” Commun. Comput. Inf.
Sei., vol. 1644 CCIS, pp. 231 — 242, 2023, doi: 10.1007/978-981-99-4430-9_17.
A. Senthuran and S. Hettiarachchi, “A Review of Dynamic Scalability and Dynamic Scheduling in Cloud-Native Distributed
Stream Processing Systems,” Leet. Notes Electr. Eng., vol. 601, pp. 1539 — 1553, 2020, doi: 10.1007/978-981-15-1420-3_161.
R. Vafio, I. Lacalle, P. Sowinski, R. S-Julidn, and C. E. Palau, “Cloud-Native Workload Orchestration at the Edge: A Deployment
Review and Future Directions,” Sensors, vol. 23, no. 4, 2023, doi: 10.3390/s23042215.
P. Soumplis, G. Kontos, A. Kretsis, P. Kokkinos, A. Nanos, and E. Varvarigos, “Security-Aware Resource Allocation in the
Edge-Cloud Continuum,” in 2023 IEEE 12th International Conference on Cloud Networking, CloudNet 2023, 2023, pp. 161 — 169. doi:
10.1109/CloudNet59005.2023.10490073.
Q. Zeng, M. Kavousi, Y. Luo, L. Jin, and Y. Chen, “Full-stack vulnerability analysis of the cloud-native platform,” Comput. Secur.,
vol. 129, 2023, doi: 10.1016/j.cose.2023.103173.



Software Engineering in Computing Systems 2026 (February), vol. 1, no. 1, Purbaratri, et al. 53 of 54

[12]

[17]

(18]

[19]

[20]

[21]

[22]

(23]

T. Islam and D. Manivannan, “Predicting Application Failure in Cloud: A Machine Learning Approach,” in Proceedings - 2017
IEEE 1st International Conference on Cognitive Computing, ICCC 2017, 2017, pp. 24 — 31. doi: 10.1109/IEEE.ICCC.2017.11.
J. Shetty, R. Sajjan, and G. Shobha, “Task resource usage analysis and failure prediction in cloud,” in Proceedings of the 9th
International Conference On  Cloud Computing, Data Science and Engineering, Confluence 2019, 2019, pp. 342 — 348. doi:
10.1109/CONFLUENCE.2019.8776612.
K. Vani and S. Sujatha, “A Machine Learning Framework for Job Failure Prediction in Cloud using Hyper Parameter Tuned
MLP,” in 2nd IEEE International Conference on Adpanced Technologies in Intelligent Control, Environment, Computing and Communication
Engineering, ICATIECE 2022, 2022. doi: 10.1109/ICATIECES56365.2022.10047809.
D. Gannon, R. Barga, and N. Sundaresan, “Cloud-Native Applications,” IEEE Cloud Comput., vol. 4, no. 5, pp. 16 — 21, 2017,
doi: 10.1109/MCC.2017.4250939.
A.-I. Tuns and A. Spataru, “Cloud Service Failure Prediction on Google’s Borg Cluster Traces Using Traditional Machine
Learning,” in Proceedings - 2023 25th International Symposium on Symbolic and Numeric Algorithms for Scientific Computing, SYNASC 2023,
2023, pp. 162 — 169. doi: 10.1109/SYNASC61333.2023.00029.
L. Mwafaq, N. K. Meftin, E. E. Asanovich, M. K. H. Al-Dulaimi, and T. K. Hasan, “Cloud-Native Architectures: Transforming
Enterprise I'T Operations,” Iran. J. Inf. Process. Manag., vol. 40, pp. 259 — 286, 2025, doi: 10.22034/jipm.2025.728114.
N. A. Davis, A. Rezgui, H. Soliman, S. Manzanares, and M. Coates, “FailureSim: A System for Predicting Hardware Failures in
Cloud Data Centers Using Neural Networks,” in IEEE International Conference on Clond Computing, CLOUD, 2017, pp. 544 — 551.
doi: 10.1109/CLOUD.2017.75.
J. Rahme and H. Xu, “Preventive maintenance for cloud-based software systems subject to non-constant failure rates,” in 2077
IEEE SmartWorld Ubiquitous Intelligence and Computing, Advanced and Trusted Computed, Scalable Computing and Communications, Cloud
and Big Data Computing, Internet of People and Smart City Innovation, SmartWorld/ S CALCOM/UIC/ ATC/CBDCom/10P/SCI 2017 -
Conference Proceedings, 2018, pp. 1 — 6. doi: 10.1109/UIC-ATC.2017.8397631.

J. Li,R.J. Stones, G. Wang, Z. Li, X. Liu, and K. Xiao, “Being Accurate Is Not Enough: New Metrics for Disk Failure Prediction,”
in Proceedings of the IEEE Symposium on Reliable Distributed Systems, 2016, pp. 71 — 80. doi: 10.1109/SRDS.2016.019.
J. Li, R. J. Stones, G. Wang, Z. Li, X. Liu, and J. Ding, “New Metrics for Disk Failure Prediction That Go Beyond Prediction
Accuracy,” IEEE Access, vol. 6, pp. 76627 — 76639, 2018, doi: 10.1109/ACCESS.2018.2884004.
T. R. Chhetri, C. K. Dehury, A. Lind, S. N. Srirama, and A. Fensel, “A Combined System Metrics Approach to Cloud Service
Reliability Using Artificial Intelligence,” Big Data Cogn. Comput., vol. 6, no. 1, 2022, doi: 10.3390/bdcc6010026.
R. Lichtenthiler, J. Fritzsch, and G. Wirtz, “Cloud-Native Architectural Characteristics and their Impacts on Software Quality:
A Validation Survey,” in Proceedings - 17th IEEE International Conference on Service-Oriented System Engineering, SOSE 2023, 2023, pp.
9 —18. doi: 10.1109/SOSE58276.2023.00008.
P. Harsh ¢ al.,, “Cloud enablers for testing large-scale distributed applications,” in UCC 2019 Companion - Proceedings of the 12th
IEEE/ ACM International Conference on Utility and Cloud Congputing, 2019, pp. 35 — 42. doi: 10.1145/3368235.3368838.
Q. Wang and K. Wei, “Practical Implementation of Precise Testing in the Cloud-Native Era,” in 2023 4h International Symposinm
on  Computer  Engineering — and  Intelligent — Communications, ISCEIC 2023, 2023, pp. 117 - 121. doi:
10.1109/ISCEIC59030.2023.10271225.
N. A. Natraj, B. Sundaravadivazhagan, C. Pethururaj, and S. Bhavani, “Al-driven testing for cloud-native architectures: From
implementation challenges to integrated platforms,” Ady. Comput., 2025, doi: 10.1016/bs.adcom.2025.07.006.
S. Pushpanjali and J. Anubha, “A Model for Effective Software Testing in Cloud Environment,” Adp. Intell. Syst. Comput., vol.
1187, pp. 145 — 153, 2021, doi: 10.1007/978-981-15-6014-9_17.



Software Engineering in Computing Systems 2026 (February), vol. 1, no. 1, Purbaratri, et al. 54 of 54

(26]

(27)

28]

[29]

[30]

(31]

[32]

[33]

[34]

3]

[36]

[37)

L.F. H. Lopez, M. G. Martinez, and A. E. Bedoya, “A Suite of Metrics for Evaluating Client-Side web Applications: An Empirical
Validation,” in Proceedings - 2020 46th Latin American Computing Conference, CLEI 2020, 2020, pp. 138 — 146. doi:
10.1109/CLEI52000.2020.00023.

D. Al-Janabi, M. F. Enache, and T. S. Letia, “The Quality of Programs Conceived by Object Enhanced Time Petri Nets,” in 7#)
International ~ Conference on  Control, Decision —and Information Technologies, CoDIT 2020, 2020, pp. 768 — 773. doi:
10.1109/CoDI1T49905.2020.9263964.

K. Kushala, V. Induru, Y. K. Kolli, V. A. Ramar, P. Radhakrishnan, and R. Pushpakumar, AI- Driven Software Testing and |V alidation
in Clond Computing: Automated Test Framewortes for Intelligent Systems. 2025. doi: 10.4018/979-8-3373-7503-8.ch008.

X. Guerron, S. Abrahao, E. Insfran, M. Fernandez-Diego, and F. Gonzalez-Ladron-De-Guevara, “A Taxonomy of Quality
Metrics for Cloud Services,” IEEE Access, vol. 8, pp. 131461 — 131498, 2020, doi: 10.1109/ACCESS.2020.3009079.

H. M. Khan, F.-F. Chua, and T. T. V. Yap, “A Review on Quality of Service Monitoring, Violation and Remediation for the
Cloud,” J. Syst. Manag. Sci., vol. 13, no. 5, pp. 107 — 126, 2023, doi: 10.33168/JSMS.2023.0507.

S. Werner, M. C. Borges, K. Wolf, and S. Tai, “A Comprehensive Experimentation Framework for Energy-Efficient Design of
Cloud-Native Applications,” in Proceedings - 2025 IEEE 22nd International Conference on Software Architecture, ICSA 2025, 2025, pp.
176 — 186. doi: 10.1109/ICSA65012.2025.00026.

C. Hung Kao, “Testing and evaluation methods for cloud environments: A review,” in ACM International Conference Proceeding
Series, 2017, pp. 56—60. doi: 10.1145/3108421.3108435.

D. Danang, T. Wahyono, 1. Sembiring, T. Wellem, and N. H. Dzulkefly, “An Adaptive Framework Integrating ML Blockchain
and TEE for Cloud Security,” in 2025 4th International Conference on Creative Communication and Innovative Technology (ICCIT), IEEE,
2025, pp. 1-7.

E. Muhadj, S. Sulartopo, D. Danang, D. Sasmoko, and N. D. Setiawan, “Rancang bangun sistem keamanan ruang persandian
menggunakan RFID dan sensor PIR berbasis 10T,” Router |. Tek. Inform. dan Terap., vol. 2, no. 1, pp. 8-20, 2024.

M. K. Umam, D. Danang, E. Siswanto, and N. D. Setiawan, “Rancangan Bangun Otomasi Air Suling Daun Cengkeh Berbasis
Arduino,” Repeater Publ. Tek. Inform. dan Jar., vol. 2, no. 2, pp. 1-10, 2024,

H. R. Putranti, R. Retnowati, A. A. Sihombing, and D. Danang, “Performance assessment through work gamification:
Investigating engagement,” South African . Bus. Manag., vol. 55, no. 1, pp. 1-12, 2024.

V. Saklamaeva, T. Berani¢, and L. Pavli¢, “An Initial Insight into Measuring Quality in Cloud-Native Architectures,” Commun.
Comput. Inf. Sei., vol. 2152 CCIS, pp. 341 — 351, 2024, doi: 10.1007/978-3-031-63269-3_26.



