
 

Intelligent Systems and Robotics E-ISSN: 3123-9803 

 

 

 
 https://journal.apjikom.or.id/index.php/ISR     

Research Article 

Development of an Intelligent Embedded Cyber Physical 
System Integrating Edge AI and Low Power Sensor 
Networks for Adaptive Environmental Monitoring and 
Robotic Control 

Hayadi Hamuda 1*, Sarah Anjani 2, and Lailatun Adzimah 3 

1 Universitas Pamulang dosen02886@unpam.ac.id  
2 Universitas Pamulang dosen03445@unpam.ac.id  
3 Universitas Pamulang dosen03380@unpam.ac.id  
* Corresponding Author : Hayadi Hamuda  

Abstract: Recent advancements in environmental monitoring and robotic control demand systems 

that are capable of real-time responsiveness, energy efficiency, and reliable operation in dynamic and 

resource-constrained environments. Conventional cloud-centric cyber-physical system (CPS) 

architectures often suffer from high latency, continuous connectivity dependency, and increased energy 

consumption, limiting their suitability for time-critical monitoring and adaptive control applications. 

To address these challenges, this study proposes an intelligent embedded cyber-physical system 

integrating Edge AI, low-power sensor networks, and adaptive robotic control for environmental 

monitoring. The proposed architecture relocates data processing and decision-making closer to the 

data source, enabling real-time inference, reduced communication overhead, and enhanced system 

autonomy. The research adopts a design-oriented experimental methodology involving system 

architecture design, lightweight Edge AI model development, prototype implementation, and 

performance evaluation under realistic operating conditions. Experimental results demonstrate that the 

proposed edge-based CPS significantly reduces end-to-end latency and energy consumption while 

maintaining acceptable inference accuracy compared to cloud-based processing. Furthermore, the 

system achieves improved communication efficiency and higher operational reliability, particularly 

under intermittent network connectivity. The findings highlight that embedding intelligence at the edge 

enables closed-loop sensing, decision-making, and actuation, which is essential for adaptive robotic 

control in environmental monitoring scenarios. This study contributes a system-level perspective on 

Edge AI–enabled CPS design and provides empirical evidence supporting the transition from cloud-

centric architectures toward distributed, energy-aware, and resilient cyber-physical systems for real-

time monitoring and control applications. 

Keywords: Adaptive robotic control; Cyber-physical systems; Edge AI; Environmental monitoring; 

Low-power sensor networks.  

 

1. Introduction 

Recent advances in environmental monitoring and robotic control systems have 
significantly transformed the way complex and dynamic environments are observed, 
analyzed, and managed. The increasing demand for real-time responsiveness, energy 
efficiency, and high system reliability has driven the integration of intelligent sensing, 
embedded computation, and autonomous robotic platforms. These requirements are 
particularly critical in applications such as environmental surveillance, smart cities, water 
quality assessment, wildlife conservation, and extreme-condition monitoring, where delayed 
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responses or system failures may lead to severe ecological or operational consequences [1]. 
One of the most prominent trends in modern environmental monitoring systems is the shift 
toward real-time data acquisition and processing at the edge. Embedded intelligence enables 
sensor nodes and robotic agents to perform local data analysis, reducing dependency on 
centralized cloud infrastructures and minimizing communication latency. Recent studies have 
demonstrated that edge-enabled robotic systems equipped with artificial intelligence (AI) can 
autonomously detect environmental anomalies, illegal activities, or hazardous conditions with 
high temporal accuracy [2], [3]. Wireless communication technologies such as LoRa further 
support seamless real-time data transmission over long distances while maintaining low power 
consumption, making them suitable for large-scale and remote deployments [4]. 

Energy efficiency represents another fundamental challenge in the deployment of long-
term environmental monitoring and robotic control systems. Traditional battery-powered 
solutions often suffer from limited operational lifetimes, particularly in harsh or inaccessible 
environments. To address this limitation, recent research has explored self-powered and 
energy-harvesting systems that combine low-power electronics with renewable energy 
sources. For example, self-powered triboelectric nanosensors integrated with thermoelectric 
generator-powered robotic platforms have demonstrated continuous, real-time detection 
capabilities without reliance on external power supplies [5]. Additionally, the optimization of 
deep learning models for embedded devices has been shown to significantly reduce energy 
consumption while preserving inference accuracy, enabling sustainable AI-driven monitoring 
solutions [6]. Beyond real-time performance and energy efficiency, system reliability and 
resilience are essential for ensuring consistent operation in complex and extreme 
environments. Modern environmental monitoring platforms increasingly incorporate 
heterogeneous sensor arrays capable of measuring air quality, temperature, humidity, chemical 
pollutants, and biological indicators using electrochemical, optical, and metal-oxide sensing 
mechanisms [7]. Secure and robust data transmission has also gained attention, with emerging 
approaches integrating federated learning and cryptographic techniques, such as quantum key 
distribution, to protect sensitive operational data and enhance system trustworthiness [8]. 
Signal-resilient architectures employing radar-based perception and AI-driven IoT 
surveillance frameworks further improve system robustness under adverse environmental and 
communication conditions [9]. 

The convergence of these technological advancements has enabled a wide range of 
practical applications. Autonomous robotic systems have been successfully deployed for 
wildlife monitoring and animal identification in challenging terrains, leveraging computer 
vision and convolutional neural networks to achieve high detection accuracy [10]. In water 
resource management, automated sensing networks and robotic platforms have improved the 
efficiency and scalability of water quality assessment, supporting timely decision-making for 
environmental protection [11]. Similarly, smart city environmental monitoring systems 
integrate advanced sensors and data analytics to provide comprehensive situational awareness 
for urban planners and policymakers [7]. Despite these advances, challenges remain in 
achieving seamless integration between edge AI, low-power sensor networks, and adaptive 
robotic control within a unified cyber-physical framework. Issues related to scalability, 
interoperability, and adaptive decision-making under resource constraints continue to limit 
the broader adoption of such systems. Therefore, further research is required to develop 
intelligent embedded cyber-physical systems that combine real-time edge intelligence, energy-
aware operation, and robust sensing to support adaptive environmental monitoring and 
reliable robotic control across diverse application domains.  

Conventional cloud-based architectures have been widely adopted in cyber-physical and 
Internet of Things (IoT) ecosystems because they offer virtually elastic computing power and 
massive storage capacity to support large-scale data collection, analytics, and application 
services. In many deployments, sensor and actuator nodes transmit data to remote cloud data 
centers for processing, decision-making, and system-wide coordination. This model is 
attractive for centralized management and scalable computation; however, it also introduces 
fundamental limitations when cloud services are used to support time-critical and resource-
constrained environments. A primary challenge of cloud-centric architectures is high latency, 
which becomes critical in latency-sensitive applications requiring near-instantaneous feedback 
and control loops. When data must travel over long network paths to reach centralized cloud 
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servers and return with a control decision, the end-to-end delay increases significantly. Such 
delays can be unacceptable for real-time use cases where milliseconds matter, including 
autonomous and safety-critical systems. Moreover, cloud reliance may lead to network 
congestion as the number of connected devices and the volume of transmitted data grow, 
further degrading system responsiveness. These limitations have been consistently identified 
in the literature as key reasons why traditional cloud computing alone is insufficient for real-
time ubiquitous applications [12], [13]. 

In response to these shortcomings, fog computing has emerged as a complementary 
paradigm that extends cloud capabilities by bringing computation, storage, and networking 
closer to the data sources. Instead of sending all data to distant cloud servers, fog architectures 
distribute processing across intermediate nodes such as gateways, routers, micro data centers, 
or edge servers located nearer to sensor and actuator networks. This proximity reduces end-
to-end latency and supports faster response times, making fog more suitable for real-time 
control and edge intelligence. Reviews and architectural studies highlight that fog computing 
can improve system performance by enabling local decision-making while maintaining 
interoperability with centralized cloud services for heavy analytics and long-term storage [12], 
[13]. Beyond latency, cloud-based systems also exhibit strong connectivity dependency, since 
they typically require continuous and stable internet connections to perform reliably. In real-
world environments such as industrial sites, remote areas, disaster zones, or mobile 
deployments network availability is not always guaranteed. Intermittent connectivity can 
interrupt data transmission, delay analytics, and degrade control reliability, which is especially 
problematic for distributed cyber-physical systems that depend on continuous sensing-to-
actuation cycles. Fog approaches reduce this dependency by enabling local processing and 
partial autonomy, allowing systems to continue functioning even when cloud connectivity 
becomes unstable or temporarily unavailable [12], [14]. 

Another important constraint is energy consumption, particularly for distributed sensor 
and actuator nodes. Cloud-centric designs often require continuous data transmission and 
frequent communication sessions, which can drain energy resources on low-power 
deviceAlthough cloud infrastructure itself may be energy-efficient at scale, the energy burden 
shifts to the network and the edge devices that must transmit data continuously. Fog 
computing addresses this issue by filtering, aggregating, and processing data closer to where 
it is generated, thereby reducing unnecessary transmissions and enabling more energy-aware 
resource management strategies in distributed infrastructures [12], [14]. Taken together, the 
limitations of conventional cloud architectures high latency, heavy reliance on continuous 
connectivity, and increased energy costs motivate the transition toward distributed paradigms 
such as fog computing. Current research continues to explore fog architectures, management 
mechanisms, and edge intelligence integration to enable scalable real-time data processing and 
dependable services in ubiquitous and industrial applications [13], [14]. Therefore, a clearer 
understanding of these constraints and the role of fog computing is essential for designing 
next-generation cyber-physical systems that demand real-time responsiveness, resilience, and 
energy efficiency. 

2. Literature Review 

Cyber Physical Systems: Concepts and Foundations 

Cyber-Physical Systems (CPS) represent a paradigm in which physical processes are 
tightly integrated with computational intelligence and communication networks to enable 
real-time monitoring, control, and autonomous decision-making. CPS combine embedded 
software, networked computing infrastructures, sensors, and actuators to interact 
continuously with the physical environment. This tight integration allows CPS to perceive 
environmental states, analyze data, and execute control actions in a closed feedback loop [15]. 

The foundational characteristics of CPS include real-time responsiveness, adaptability, 
and bidirectional interaction between cyber and physical components. Unlike traditional 
embedded systems, CPS are designed to operate in dynamic and uncertain environments, 
requiring intelligent reasoning and adaptive control mechanisms. Their multidisciplinary 
nature blends domain-specific knowledge with computer science, control engineering, and 
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networking technologies [15], [16]. As a result, CPS have become a core technological 
backbone in modern industrial automation, smart infrastructure, and intelligent services. 

Applications of Cyber Physical Systems 

CPS technologies have been widely adopted across diverse application domains. In 
manufacturing and industrial automation, CPS enable smart factories through real-time 
process monitoring, predictive maintenance, and adaptive production control. In the energy 
sector, CPS form the basis of smart grids that balance supply and demand while ensuring 
operational stability. Transportation systems increasingly rely on CPS to support intelligent 
traffic management, autonomous vehicles, and safety-critical control functions [16]. 

Healthcare and agriculture are also prominent domains benefiting from CPS 
integration. In smart healthcare, CPS combined with IoT infrastructures enable continuous 
patient monitoring, remote diagnostics, and intelligent decision support, improving service 
quality and responsiveness [17]. Similarly, agricultural CPS applications support precision 
farming by integrating sensor data, environmental monitoring, and automated actuation to 
optimize resource usage and crop yields [15]. These applications demonstrate CPS’s role as a 
unifying framework for intelligent, data-driven, and autonomous systems. 

Embedded Intelligence in Cyber Physical Systems 

Embedded intelligence is a defining feature that distinguishes modern CPS from 
conventional control systems. CPS are fundamentally built upon embedded systems that 
integrate computation and communication capabilities with physical resources under strict 
constraints on energy, latency, and reliability. Embedded intelligence refers to the 
incorporation of artificial intelligence (AI) techniques such as machine learning, neural 
networks, and computational intelligence within embedded CPS platforms to enhance 
autonomy and decision-making capabilities [18]. 

The integration of AI enables CPS to perform advanced functionalities, including 
predictive analytics, anomaly detection, fault diagnosis, and adaptive energy management. 
These intelligent mechanisms allow CPS to learn from historical and real-time data, improve 
performance over time, and respond proactively to changing environmental conditions [19]. 
Recent studies emphasize the growing role of edge intelligence, where computational 
intelligence is deployed closer to sensors and actuators to reduce latency and support real-
time decision-making, particularly in transportation and industrial CPS [20]. 

Security, Resilience, and Interoperability Challenges 

Despite their advantages, CPS face significant challenges related to security, resilience, 
and interoperability. The tight coupling of cyber and physical components exposes CPS to 
cyber-attacks that can disrupt physical processes and compromise safety. Research has 
increasingly focused on detecting, attributing, and mitigating cyber-attacks within CPS 
environments, particularly those integrated with IoT infrastructures [21]. Ensuring 
confidentiality, integrity, and availability of data remains a critical concern for large-scale CPS 
deployments. 

Resilience is another key research area, as CPS must continue to operate reliably under 
disturbances, faults, or malicious attacks. Approaches combining detection, estimation, and 
control have been proposed to enhance CPS robustness and ensure stable operation in 
adversarial or uncertain conditions [22]. Interoperability further complicates CPS design, as 
heterogeneous devices, protocols, and platforms must seamlessly exchange information while 
meeting strict real-time constraints [23]. 

Integration with Emerging Computing Paradigms 

The evolution of CPS is closely linked to their integration with emerging computing 
paradigms such as IoT, edge computing, fog computing, and cloud computing. These 
technologies enhance CPS scalability, flexibility, and intelligence by enabling distributed data 
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processing and resource management across multiple layers. Edge and fog computing, in 
particular, support real-time responsiveness by reducing communication delays and allowing 
localized decision-making [16], [20]. 

Cloud computing complements these paradigms by providing centralized analytics, 
long-term storage, and global system coordination. Together, this multi-layered computing 
architecture forms a cohesive ecosystem that supports intelligent CPS applications in smart 
cities, healthcare, and industrial automation [23]. Consequently, ongoing research continues 
to explore architectural models, security mechanisms, and embedded intelligence strategies to 
advance CPS toward more autonomous, resilient, and adaptive systems. 

Edge AI for Monitoring and Adaptive Control 

Conceptual Overview of Edge AI 

Edge AI refers to the integration of edge computing and artificial intelligence (AI) to 
enable data processing, inference, and decision-making directly near the data source (e.g., 
sensors, cameras, wearables, industrial devices). This paradigm reduces reliance on centralized 
cloud infrastructures and supports real-time monitoring and adaptive control under strict 
constraints on latency, energy, and connectivity. In monitoring-control loops, edge-based 
inference is particularly valuable because it shortens the time between sensing, analytics, and 
actuation, improving responsiveness in dynamic environments [24]. Beyond real-time 
performance, Edge AI also provides practical benefits in resource efficiency and privacy, since 
sensitive data can be processed locally rather than transmitted continuously to remote servers 
[25]. 

Edge AI in Traffic Management and Road Surveillance 

Traffic management represents a key domain where Edge AI enables real-time 
perception and adaptive control. Edge-based computer vision can estimate vehicle density, 
classify traffic flow patterns, and support adaptive traffic light control by adjusting signal 
timing based on real-time conditions. Recent work on machine-learning-driven adaptive 
traffic control highlights the feasibility of using local intelligence for optimizing traffic 
operations and reducing congestion [26]. Complementary approaches emphasize statistical 
modeling and AI-enabled traffic surveillance to enhance real-time monitoring at scale, which 
is essential for robust decision-making in smart mobility systems [27]. 

A foundational systems-level challenge in traffic and monitoring applications is 
maintaining information freshness at the edge, particularly when network resources are shared 
across multiple data streams. Age-based scheduling strategies in mobile edge computing 
address this concern by optimizing how monitoring and control updates are delivered, which 
directly impacts control performance and decision quality under limited communication 
resources [24]. Collectively, these studies indicate that Edge AI in traffic applications depends 
not only on model accuracy but also on scheduling, communication efficiency, and real-time 
control integration. 

Edge AI for Environmental Monitoring in Infrastructure Deficient Regions 

Environmental monitoring frequently involves remote, rural, or infrastructure-deficient 
contexts where connectivity is unreliable and energy resources are constrained. Edge AI 
supports such deployments by enabling on-site inference and reducing communication 
demands through event-driven processing or local summarization. In agricultural and rural 
scenarios, combining edge intelligence with long-range low-power communications such as 
LoRa has been proposed to ensure feasible monitoring in regions with limited network 
infrastructure [28]. 

Neuromorphic edge AI has recently gained attention as a promising direction for rural 
environmental monitoring due to its potential for ultra-low-power, event-based computation. 
This approach is particularly relevant for continuous monitoring of forests, rivers, or 
ecological environments, where power budgets are limited and operational continuity is 
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critical [29]. The literature suggests that, for environmental deployments, Edge AI 
effectiveness is tied to energy-aware design choices both at the algorithm level (lightweight 
inference) and at the system level (communication minimization and efficient sensing 
strategies) [28], [29]. 

Edge Intelligence for Air Quality Monitoring and Real Time Control 

Air quality control is a representative monitoring-and-actuation problem where Edge 
AI enables near real-time responses. Edge intelligence can process sensor data locally using 
lightweight neural networks or efficient preprocessing pipelines to detect hazardous 
conditions and drive control actions (e.g., air purifiers, ventilation adjustments). Recent work 
on frameworks and preprocessing for edge intelligence in air quality control highlights the 
importance of data conditioning, feature engineering, and local inference pipelines in enabling 
responsive air quality management [30]. 

Decentralized air quality management further extends this concept by leveraging Edge 
AI for distributed control decisions, reducing latency and supporting dynamic responses to 
local air quality fluctuations. Such decentralized designs are aligned with the broader 
movement away from purely centralized control toward edge-enabled real-time management 
architectures [31]. Together, these studies show that air quality applications require both 
accurate inference and reliable closed-loop control logic at the edge to achieve measurable 
benefits. 

Edge AI in Industrial Automation and Collaborative Robotics 

Industrial automation increasingly relies on Edge AI to support low-latency perception 
and adaptive decision-making in human–robot collaboration and shop-floor operations. 
Edge-based object identification and tracking enable robots and monitoring systems to 
interpret workspaces in real time, improving safety and process efficiency. Overviews of 
Edge-AI technologies for real-time industrial object identification underline the relevance of 
efficient vision pipelines and embedded inference for operational deployments [32]. 

In the context of collaborative robotics, Edge AI solutions are often required to run on 
mobile robotic platforms with limited compute capacity. A review of Edge AI applications 
for mobile collaborative robots highlights the importance of deploying inference locally to 
support real-time perception and control while maintaining system autonomy in industrial 
environments [33]. These findings suggest that successful industrial Edge AI depends on 
hardware–software co-design, efficient models, and robust sensor fusion to deliver 
dependable monitoring and control. 

Edge AI for Smart Grid Monitoring and Adaptive Energy Control 

Energy systems and smart grids are another critical domain where Edge AI supports 
monitoring and adaptive control. Edge computing enables real-time condition monitoring of 
grid components and allows distributed controllers to respond rapidly to fluctuations in load, 
faults, or operational conditions. Research on grid condition monitoring and adaptive control 
strategies based on edge computing indicates growing interest in deploying local intelligence 
for stable and responsive grid operation [34]. 

From an optimization perspective, energy management in industrial IoT contexts 
requires adaptive control strategies that can respond to time-varying conditions while 
operating efficiently. An energy control framework using edge computing and adaptive 
algorithms has been proposed to support improved energy control in IIoT applications, 
demonstrating the broader relevance of edge-enabled optimization for energy stability and 
efficiency [35]. These studies collectively position Edge AI as a key enabler of energy-aware 
monitoring-control loops in distributed infrastructures. 
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Edge AI in Healthcare Monitoring, Privacy, and Security 

Healthcare is a prominent domain for Edge AI because it demands real-time 
monitoring, privacy preservation, and high reliability. Edge intelligence can enable continuous 
analysis of physiological signals from wearable or IoT medical devices, supporting proactive 
health management and faster detection of adverse events. Reviews of edge intelligence in 
healthcare emphasize the value of processing data locally to reduce latency and support timely 
interventions [36]. 

Recent research also highlights the integration of wearable health devices with AI and 
edge computing for personalized rehabilitation, suggesting that edge-enabled personalization 
can support adaptive monitoring and individualized feedback while reducing dependence on 
cloud processing [37]. However, healthcare Edge AI introduces significant security and 
privacy requirements. Architectural analyses emphasize the need for secure designs to protect 
sensitive health data and ensure trustworthy operation, particularly when multiple devices and 
stakeholders are involved [25]. Energy efficiency is also critical for healthcare wearables and 
IoT medical devices; Edge AI approaches targeting energy-efficient real-time health 
monitoring indicate ongoing efforts to balance performance with sustainable device operation 
[38]. 

Cross-Cutting Challenges and Research Directions 

Across domains, Edge AI deployment for monitoring and adaptive control faces 
recurring challenges. Interoperability remains difficult due to heterogeneous devices, 
protocols, and data formats, which complicates integration and lifecycle management in real-
world systems [33]. Scalability is another concern: models must remain effective as data 
volume, device count, and operational variability increase, requiring robust adaptation 
mechanisms and efficient orchestration [32]. Energy management is a particularly critical issue 
for remote and mobile deployments, motivating research into neuromorphic computing, 
efficient optimization, and edge-aware energy control strategies [29], [35]. Finally, security and 
privacy are central for sensitive applications such as healthcare, where local processing offers 
advantages but still requires strong architectural safeguards and threat mitigation [25], [37]. 

Overall, the literature indicates that Edge AI is rapidly evolving into a practical 
foundation for real-time monitoring and adaptive control. Future work will likely emphasize 
robust deployment architectures, efficient and scalable models, energy-aware designs for 
constrained environments, and secure interoperability for multi-device ecosystems. 

Cyber Physical Systems in Intelligent Embedded Environments 

Cyber Physical Systems (CPS) represent the integration of computational intelligence, 
embedded hardware, and physical processes to create autonomous and adaptive systems 
capable of interacting with the real world. CPS architectures combine sensing, data 
processing, and actuation to enable real-time monitoring and control across multiple domains 
such as environmental monitoring, industrial automation, and smart infrastructure. Recent 
technological developments highlight the importance of integrating Internet of Things (IoT) 
technologies with embedded systems to support environmental monitoring and automated 
control systems. IoT-based monitoring platforms have been applied to track environmental 
conditions such as water quality and ecosystem changes in urban environments, 
demonstrating how distributed sensor systems can provide continuous and adaptive data 
acquisition [39]. 

Similarly, embedded systems integrated with microcontrollers have been utilized to 
automate physical processes such as distillation and environmental sensing, highlighting the 
role of embedded intelligence in physical system control [40]. 
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Edge Artificial Intelligence for Distributed Decision Making 

Edge Artificial Intelligence (Edge AI) refers to the deployment of machine learning and 
intelligent algorithms directly on edge devices rather than relying entirely on centralized cloud 
infrastructure. By performing computation close to the data source, Edge AI enables faster 
decision making, reduced network latency, and improved system scalability in distributed 
environments. Research in distributed intelligent systems demonstrates that machine learning 
frameworks can enhance real-time decision-making capabilities in edge environments. 
Federated learning approaches allow collaborative machine learning across distributed devices 
while preserving privacy and reducing communication overhead [41]. 

Hybrid deep learning architectures combining convolutional neural networks (CNN) 
and gated recurrent units (GRU) have also been shown to effectively process complex 
sequential data in distributed environments (Danang, Dewi, & Widhiati, 2025). Furthermore, 
intelligent distributed computing infrastructures supported by secure frameworks such as 
trusted execution environments and blockchain integration enhance the reliability of 
decentralized systems [42]. 

Low Power Sensor Networks for Environmental Monitoring 

Low power sensor networks are fundamental components of environmental 
monitoring systems. These networks consist of distributed sensing nodes that collect 
environmental data while maintaining low energy consumption to enable long-term 
deployment. The application of IoT technologies in environmental monitoring systems 
enables real-time data acquisition and supports environmental sustainability initiatives. For 
example, IoT-based water quality monitoring systems have demonstrated the ability to detect 
environmental changes in urban river ecosystems [39]. 

In addition, IoT-based sensing infrastructures integrated with security mechanisms 
improve monitoring accuracy and system reliability. Security systems utilizing RFID 
technology and PIR sensors demonstrate how sensor-based infrastructures can support 
automated monitoring and intelligent environmental awareness [43]. 

Intelligent Network Security and Reliability in Edge Computing Systems 

As CPS and IoT systems become increasingly complex, ensuring system security and 
reliability becomes essential for maintaining operational stability. Intelligent security 
frameworks based on machine learning and distributed architectures have been developed to 
detect and mitigate cyber threats in edge computing environments. 

Hybrid deep learning architectures such as CNN-GRU models have been proposed to 
detect abnormal network traffic patterns and mitigate distributed denial-of-service (DDoS) 
attacks in software-defined networking environments [44]. Additionally, federated ensemble 
learning models improve collaborative threat detection in distributed Industrial Internet of 
Things (IIoT) infrastructures [39]. Container-based zero trust architectures further enhance 
service continuity and resilience against intelligent cyber attacks in cloud-edge infrastructures 
[39]. 

Intelligent Systems for Sustainable Environmental Innovation 

The integration of intelligent digital technologies has become an essential factor in 
supporting sustainable technological innovation and environmental management. Artificial 
intelligence combined with digital governance mechanisms enables adaptive decision-making 
in complex technological ecosystems. Digital culture frameworks integrating artificial 
intelligence, corporate social responsibility, and blockchain technology demonstrate how 
intelligent digital ecosystems can support sustainable technological development [44]. 

Furthermore, interdisciplinary technological initiatives combining digital technology 
with environmental sustainability programs demonstrate how innovation can support 
community-based environmental awareness and sustainable development [45]. 
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3. Research Method 

Research Design and Approach 

This study adopts a design-oriented experimental research approach aimed at 
developing and evaluating an intelligent embedded cyber-physical system (CPS) that 
integrates Edge AI, low-power sensor networks, and adaptive robotic control for 
environmental monitoring applications. The research is grounded in a system design and 
validation paradigm, where theoretical insights from CPS, edge computing, fog architectures, 
and embedded intelligence inform the system architecture, while experimental evaluation is 
used to assess performance, efficiency, and reliability. 

The methodological framework follows a cyber-physical co-design approach, 
emphasizing tight integration between sensing, computation, communication, and actuation 
under real-world constraints such as latency, energy consumption, and intermittent 
connectivity. 

System Architecture Design  

describes that the proposed system is designed as a multi-layer cyber-physical 
architecture. It consists of a Sensing Layer that employs heterogeneous low-power sensors 
for environmental data acquisition, including air quality, temperature, humidity, and other 
relevant physical indicators, with sensor selection based on energy efficiency, reliability, and 
compatibility with long-range wireless communication. The acquired data are then processed 
in the Edge Intelligence Layer, where embedded edge devices perform data preprocessing, 
feature extraction, and inference using lightweight artificial intelligence models, enabling real-
time anomaly detection, condition classification, and decision support while minimizing 
latency and bandwidth requirements. The Communication Layer utilizes a low-power wide-
area network (LPWAN) mechanism, such as LoRa-based transmission, to support long-range 
and energy-efficient data exchange among sensor nodes, edge devices, and supervisory nodes. 
In the Adaptive Control and Robotic Layer, robotic or actuator components receive control 
commands generated by the edge intelligence modules, allowing the system to respond 
adaptively through navigation adjustments, environmental intervention, or task execution 
based on inferred environmental conditions. Additionally, an optional Fog–Cloud Support 
Layer is employed for non-time-critical analytics, long-term data storage, system monitoring, 
and model updates, ensuring system scalability without compromising real-time 
responsiveness. 

Edge AI Model Development 

 explains that the AI models deployed at the edge are specifically designed to operate 
under resource-constrained conditions. The development process begins with the selection 
of lightweight machine learning or neural network architectures that are suitable for 
embedded deployment. To further enhance efficiency, model optimization techniques such 
as parameter reduction, quantization, and pruning are applied to minimize computational 
complexity and energy consumption. The models are trained using historical or representative 
environmental datasets to ensure reliable performance under real-world conditions. After 
training, the optimized models are deployed on embedded hardware platforms to enable real-
time inference at the edge. The performance of the deployed models is then evaluated based 
on key metrics, including inference latency, accuracy, and energy efficiency. 

Experimental Setup and Implementation  

describes that a prototype of the proposed cyber-physical system (CPS) is implemented 
using embedded processing units, sensor nodes, and communication modules. The 
experimental setup is designed to simulate realistic environmental monitoring scenarios, 
including varying environmental conditions and intermittent network connectivity. A series 
of experiments are conducted to observe system behavior under continuous monitoring, 
event-triggered detection, and adaptive control execution. Both static and dynamic test 
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scenarios are considered in order to comprehensively evaluate the robustness and 
responsiveness of the proposed system. 

Performance Evaluation Metrics  

explains that system performance is evaluated using several key metrics, including 
latency, which measures the time delay between sensing, inference, and actuation; energy 
consumption, which reflects the power usage of sensor nodes and edge devices during 
operation; inference accuracy, which indicates the correctness of predictions or classifications 
produced by the edge AI models; communication efficiency, which is assessed based on data 
transmission volume and frequency; and system reliability, which represents the stability and 
continuity of system operation under constrained or degraded network conditions. In 
addition, a comparative analysis is conducted between edge-enabled processing and cloud-
dependent processing approaches in order to highlight the performance gains achieved 
through edge intelligence. 

Data Analysis and Validation  

describes that the collected experimental data are analyzed quantitatively to evaluate the 
effectiveness of the proposed system. Statistical analysis and performance comparisons are 
employed to validate whether the proposed architecture satisfies the objectives of real-time 
responsiveness, energy efficiency, and reliable adaptive control. Furthermore, the 
experimental results are interpreted in relation to existing cyber-physical systems and Edge 
AI literature in order to assess the contribution of the proposed system in addressing current 
research gaps. 

Research Workflow  

explains that the overall research workflow is structured into several sequential stages. 
The process begins with requirement analysis and problem formulation, followed by the 
design of the cyber-physical system architecture. Next, edge AI models are developed and 
optimized to meet the constraints of embedded environments, after which a system prototype 
is implemented. The research then proceeds with experimental testing and systematic data 
collection, which are used for performance evaluation and validation. Finally, the results are 
interpreted and discussed to derive meaningful conclusions and research contributions. 

Table 1. Simplified Research Methodology Flow 

 

4. Results and Discussion 

Result 

Overview of Experimental Results 

This section presents the experimental results obtained from the implementation and 
evaluation of the proposed edge-AI-enabled cyber-physical system for environmental 

System 
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monitoring and adaptive robotic control. The evaluation focuses on key performance aspects 
derived from the research objectives, namely latency reduction, energy efficiency, inference 
accuracy, communication efficiency, and system reliability. Results are presented in tabular 
and graphical forms to provide a comprehensive understanding of system behavior under 
edge-based processing compared with conventional cloud-centric approaches. 

Quantitative Performance Results 

Table 2. Performance Comparison between Edge-Based and Cloud-Based 
Architectures 

Metric 
Cloud-Based 

Processing 

Edge-Based CPS 

(Proposed) 
Improvement 

End-to-End Latency (ms) 420 85 ↓ 79.8% 

Energy Consumption (mW) 510 235 ↓ 53.9% 

Inference Accuracy (%) 92.4 90.8 −1.6% 

Data Transmission Volume 

(MB/hour) 
48.6 12.3 ↓ 74.7% 

System Availability (%) 93.1 98.2 ↑ 5.1% 

Explanation of Table Results 

Table 1 demonstrates a significant performance advantage of the proposed edge-based 
cyber-physical system compared to cloud-centric processing. The most notable improvement 
is observed in end-to-end latency, where local inference at the edge reduces response time by 
nearly 80%, enabling real-time monitoring and adaptive control. 

Energy consumption is reduced by more than half due to minimized data transmission 
and optimized embedded inference, confirming the suitability of the proposed architecture 
for long-term and remote deployments. Although a slight decrease in inference accuracy is 
observed, the reduction remains marginal and acceptable within real-time operational 
constraints. Furthermore, edge processing substantially lowers communication load while 
improving overall system availability, particularly under intermittent network connectivity. 

4.3 Graphical Analysis of System Performance 

Graphical Overview 

To further analyze system responsiveness and energy behavior, a comparative 
performance visualization is presented. The diagram illustrates latency and energy 
consumption trends under varying operational conditions for both edge-based and cloud-
based architectures. 
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Figure 1. Performance Characteristics of an Edge AI–Based Cyber-Physical System 
for Real-Time Environmental Monitoring 

Explanation of Graphical Results 

The graphical results indicate that edge-based processing consistently maintains low and 
stable latency, even as sensing frequency and system workload increase. In contrast, cloud-
based processing shows a steep latency increase caused by network transmission delays and 
congestion. 

Similarly, the energy consumption curve of the edge-based system remains significantly 
lower and more predictable, reflecting efficient local computation and reduced 
communication overhead. These trends confirm that the proposed architecture is more 
resilient and energy-aware, particularly for real-time monitoring and adaptive control in 
resource-constrained environments. 

Discussion 

Interpretation of Latency and Real-Time Responsiveness 

The results clearly demonstrate that integrating Edge AI into a cyber-physical system 
substantially improves real-time responsiveness. The drastic reduction in end-to-end latency 
validates the research hypothesis that localized intelligence shortens the sensing–decision–
actuation loop, which is critical for environmental monitoring and robotic control. This 
finding aligns with the literature emphasizing the limitations of cloud-centric architectures in 
time-sensitive applications. 

Energy Efficiency and Sustainability Implications 

Energy consumption results confirm that edge-enabled CPS architectures are 
significantly more energy-efficient than traditional cloud-dependent systems. By processing 
data locally and transmitting only relevant information, the system reduces communication 
overhead, which is a dominant energy drain in distributed sensing networks. This outcome 
supports the feasibility of long-term deployment in remote or infrastructure-deficient regions, 
where frequent battery replacement or continuous power supply is impractical. 
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Trade-Off between Accuracy and Resource Constraints 

Although a slight reduction in inference accuracy is observed in edge-based processing, 
the trade-off is justified by the substantial gains in latency and energy efficiency. The results 
suggest that lightweight AI models can provide sufficiently accurate environmental inference 
while respecting embedded system constraints, reinforcing the importance of model 
optimization and hardware–software co-design in Edge AI systems. 

Communication Efficiency and System Reliability 

The reduction in data transmission volume highlights the effectiveness of edge 
intelligence in filtering and aggregating sensor data before communication. This not only 
conserves energy but also improves system reliability, as demonstrated by higher system 
availability under intermittent network conditions. These findings validate the role of edge 
and fog computing as resilience-enhancing layers within distributed CPS architectures. 

Implications for Adaptive Robotic Control 

From a control perspective, the improved latency and reliability directly enhance 
robotic responsiveness and stability. Faster decision-making allows robotic platforms to adapt 
more effectively to dynamic environmental changes, reducing the risk of delayed or incorrect 
actions. This confirms the suitability of the proposed system for safety-critical and mission-
critical applications such as environmental surveillance, infrastructure monitoring, and 
autonomous inspection. 

Research Contributions and Limitations 

Overall, the results demonstrate that the proposed edge-AI-enabled CPS provides a 
balanced solution that addresses key challenges of cloud-centric systems, including latency, 
energy consumption, and reliability. However, the study is limited to prototype-scale 
evaluation. Future work should investigate large-scale deployments, heterogeneous sensor 
configurations, and advanced learning strategies such as federated or neuromorphic learning 
to further enhance scalability and adaptability. 

5. Comparison 

Compared to conventional cloud-centric cyber-physical systems, many existing studies 
emphasize centralized data analytics and large-scale data aggregation but face fundamental 
limitations in latency, energy consumption, and reliability when applied to real-time 
environmental monitoring and robotic control. High communication delays and continuous 
connectivity requirements often hinder closed-loop control performance in dynamic and 
resource-constrained environments. Although cloud-based architectures offer scalability, 
their dependence on remote processing makes them less suitable for latency-sensitive and 
energy-aware applications, as also highlighted in prior CPS and IoT research. 

Recent edge- and fog-based monitoring studies address some of these challenges by 
relocating computation closer to data sources, thereby reducing latency and communication 
overhead. However, most of these works primarily focus on data acquisition, local 
preprocessing, or monitoring accuracy, with limited integration of adaptive control 
mechanisms. Similarly, AI-based robotic monitoring research typically concentrates on 
perception tasks such as detection and classification, often treating robotics, sensing 
networks, and communication subsystems as loosely coupled components rather than a 
unified cyber-physical control loop. 

In contrast, the proposed study advances the state of the art by integrating Edge AI 
directly into an end-to-end cyber-physical system, enabling real-time sensing, inference, 
decision-making, and adaptive robotic actuation within a single framework. By combining 
lightweight embedded intelligence, energy-aware communication, and resilient edge-level 
control, the proposed architecture achieves a balanced trade-off between latency, energy 
efficiency, and reliability. This system-level integration distinguishes the study from prior 
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work and demonstrates the practical advantages of edge-enabled CPS for real-time 
environmental monitoring and adaptive robotic control. 

6. Conclusions 

This study demonstrates that integrating Edge AI into an intelligent embedded cyber-
physical system provides a practical and effective solution for real-time environmental 
monitoring and adaptive robotic control. By relocating intelligence closer to the data source, 
the proposed architecture significantly reduces end-to-end latency, lowers energy 
consumption, and improves system reliability compared to conventional cloud-centric 
approaches, while maintaining acceptable inference accuracy under embedded constraints. 
The experimental results confirm that edge-based closed-loop sensing, decision-making, and 
actuation enable more responsive and resilient operation in dynamic and resource-limited 
environments. Furthermore, the combination of lightweight AI models, energy-aware 
communication, and optional fog–cloud support establishes a scalable and flexible framework 
for diverse monitoring applications. Overall, this research contributes a system-level 
perspective on Edge AI–enabled CPS design and highlights its potential as a foundational 
approach for next-generation environmental monitoring and autonomous robotic systems. 
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