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Abstract: The rapid proliferation of Internet of Things (IoT) devices across diverse industries has 

significantly increased the vulnerability of IoT-Edge networks to sophisticated cyber threats. 

Traditional intrusion detection systems (IDS), such as signature-based and anomaly-based approaches, 

are often insufficient in addressing the dynamic and evolving nature of these threats. This study 

proposes a hybrid intrusion detection system (IDS) framework that combines supervised machine 

learning (ML) techniques with deep reinforcement learning (DRL) to enhance detection performance 

in real-time, resource-constrained IoT environments. The proposed framework utilizes supervised 

learning for initial traffic classification and DRL for adaptive decision-making, enabling the system to 

continuously learn and optimize its detection policies based on new attack patterns. The hybrid 

approach significantly improves detection accuracy and reduces false positives when compared to 

conventional signature-based and single-model ML systems. In addition to improved detection 

capabilities, the framework's computational efficiency allows it to operate effectively within the 

constraints of IoT devices, ensuring that it is suitable for large-scale deployments. Benchmark 

evaluations using publicly available datasets, such as NSL-KDD, IoT-23, and BoT-IoT, show that the 

hybrid IDS framework outperforms traditional methods, providing a more robust and adaptive 

solution to cybersecurity challenges in IoT-Edge networks. The findings of this study suggest that 

combining machine learning with deep reinforcement learning offers a promising approach to secure 

IoT environments and address the limitations of existing IDS techniques. Future work will explore 

enhancing real-time adaptability, scalability, and the detection of zero-day attacks in evolving IoT 

ecosystems. 

Keywords: Intrusion Detection; IoT Networks; Machine Learning; Real-Time Adaptation; 

Reinforcement Learning. 

 

1. Introduction 

The Internet of Things (IoT) has revolutionized a variety of domains by enabling 
seamless connectivity and data exchange between physical objects and digital systems [1]. The 
integration of edge computing with IoT has led to the development of IoT-Edge networks, 
which significantly enhance the efficiency and performance of IoT applications by processing 
data closer to the source. This advancement addresses the inherent limitations of traditional 
cloud computing, such as high latency and dependency on centralized servers, making IoT-
Edge networks particularly valuable in time-sensitive and resource-constrained environments 
[2]. 
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IoT-Edge networks have a wide range of applications across various sectors. In smart 
homes, they enable real-time control and automation of home appliances, improving both 
energy efficiency and the comfort of residents [3]. In healthcare, IoT-Edge networks facilitate 
real-time monitoring and analysis of patient data, thus enhancing care and reducing healthcare 
costs [4]. In transportation, these networks optimize traffic management systems and support 
autonomous driving by processing data locally to reduce latency [5]. Moreover, in industrial 
IoT (IIoT), IoT-Edge networks contribute to the management of assets and enhance 
operational efficiency, particularly in manufacturing and smart grid systems [6]. 

Despite these advantages, IoT-Edge networks face several challenges that need to be 
addressed to fully unlock their potential. Resource constraints are a significant issue, as edge 
devices often have limited computational power, memory, and energy resources, which 
hinders their ability to handle complex tasks and large volumes of data [2]. Additionally, the 
heterogeneity of devices within IoT-Edge networks-where devices have different capabilities, 
protocols, and standards-complicates integration and interoperability [7]. Furthermore, the 
evolving nature of data traffic in IoT applications requires adaptive and scalable network 
architectures to handle the dynamic flow of information [8]. 

To address these challenges, several strategies are being explored. Resource management 
techniques, including computation offloading, optimization algorithms, and fault tolerance 
mechanisms, are employed to efficiently handle resource constraints [1]. The development of 
standardized communication protocols is also critical to overcoming the issue of device 
heterogeneity and ensuring smooth communication between diverse devices [9]. Lastly, to 
secure IoT-Edge networks, robust security protocols leveraging lightweight cryptography and 
AI-based intrusion detection systems are being integrated to mitigate the risks posed by 
resource-constrained devices [4], [10]. 

The rapid growth of the Internet of Things (IoT) has led to an exponential increase in 
connected devices across various industries. While this proliferation of IoT devices offers 
numerous benefits, it also introduces complex security challenges. IoT-Edge networks, which 
consist of diverse devices with limited computational capabilities and low-power 
requirements, are particularly vulnerable to cyber threats. These devices often run low-quality 
software, making them an attractive target for malicious attacks [11]. As IoT networks expand, 
they become increasingly susceptible to a variety of cyber risks due to their wide range and 
extensive connections, creating the need for effective Intrusion Detection Systems (IDS) to 
safeguard these environments [12]. 

The evolving landscape of cyber threats in IoT-Edge networks, such as Distributed 
Denial of Service (DDoS) attacks, Denial of Service (DoS), and other intrusion attempts, 
underscores the necessity for robust IDS [13]. Traditional IDS struggle to keep up with the 
dynamic nature of these attacks, which can evolve rapidly and adapt to various network 
conditions [14]. The complexity and scale of attacks necessitate the development of adaptive, 
real-time detection systems that can efficiently handle these dynamic and sophisticated threats 
[15]. 

The primary objective of this study is to design an adaptive IDS that utilizes a hybrid 
approach combining machine learning (ML) and deep reinforcement learning (DRL) to 
address the dynamic and evolving nature of attacks in IoT-Edge networks. The proposed 
hybrid IDS aims to enhance attack detection capabilities by leveraging the strengths of both 
ML and DRL techniques, offering a solution that adapts to new threats while maintaining 
efficiency in resource-constrained environments [16]. 

In this study, a combination of ML models is used to improve the accuracy and efficiency 
of the IDS. The integration of various ML techniques, such as Feed Forward Neural 
Networks (FFNN) and XGBoost, enhances the system’s attack detection capabilities while 
minimizing computational overhead [17]. The hybrid approach aims to optimize training 
time, improve detection accuracy, and make the system more suitable for deployment in IoT 
environments with limited computational resources [16]. 

The integration of DRL, particularly techniques like Deep Q-Networks (DQN) and 
Proximal Policy Optimization (PPO), enables the IDS to dynamically adapt to emerging 
threats in real time. These algorithms improve the system's decision-making ability by 
allowing it to learn from network traffic patterns and respond effectively to new attack 
behaviors [18]. DRL also supports continuous learning, which is crucial for identifying zero-
day attacks and improving the detection performance over time [19]. 
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2. Literature Review 

Intrusion Detection Systems in IoT-Edge Networks 

The rapid development of the Internet of Things (IoT) and edge computing has 
significantly increased connectivity among devices, but it has also expanded the attack surface 
of digital networks. IoT infrastructures consist of distributed devices that communicate in 
real time, which requires security mechanisms capable of detecting threats quickly and 
adaptively. In this context, an Intrusion Detection System (IDS) plays a critical role in 
monitoring network traffic and identifying suspicious activities before they can cause damage 
to the system [20]. 

Modern IDS approaches in IoT and edge computing environments no longer rely solely 
on signature-based detection, but increasingly utilize machine learning techniques to analyze 
network traffic patterns dynamically. Research conducted by Danang, Siswanto, et al. (2025) 
shows that the implementation of hybrid federated ensemble learning can improve the 
capability of detecting distributed denial-of-service (DDoS) attacks in real time within 
Industrial Internet of Things (IIoT) environments. This approach allows security systems to 
process data distributed across multiple network nodes without requiring centralized data 
storage. 

Furthermore, the integration of software-defined networking (SDN) with deep learning 
models provides adaptive capabilities in detecting network attacks. The Hybrid CNN-GRU 
model proposed by Danang, Dianta, et al. (2025) is capable of analyzing image-based network 
traffic patterns to detect DDoS attacks more quickly and accurately. This approach 
demonstrates that integrating deep learning techniques into IDS frameworks can significantly 
improve threat detection efficiency in modern networks. 

Traditional Intrusion Detection Methods 

The security of IoT-Edge networks has become a critical concern as the proliferation of 
IoT devices continues to grow. Signature-based Intrusion Detection Systems (IDS) have 
traditionally been the go-to approach for detecting known threats in these environments. 
These systems rely on predefined patterns or signatures of known threats to identify malicious 
activities [23]. Signature-based IDS are highly effective at detecting attacks that have been 
previously observed and cataloged in their signature database. However, they face significant 
limitations in IoT-Edge networks due to the dynamic and diverse nature of IoT traffic. IoT 
environments, characterized by a vast array of connected devices and evolving network 
conditions, present challenges for signature-based IDS. The primary issue is that these 
systems are unable to detect novel or previously unseen attacks unless specific signatures have 
been added to the database [24]. 

On the other hand, Anomaly-based IDS detect deviations from normal behavior, which 
allows them to identify unknown attacks by recognizing unusual patterns in network traffic. 
These systems are more adaptable and can detect a broader range of threats compared to 
signature-based systems [25]. For IoT-Edge networks, where traffic patterns constantly 
change due to the addition of new devices and evolving network conditions, anomaly-based 
IDS are better suited for detecting new and evolving threats. However, they are not without 
challenges. A significant drawback of anomaly-based systems is the high false positive rate, as 
legitimate network activities may sometimes be flagged as anomalies. Furthermore, 
continuous adaptation to new traffic patterns is required to maintain high detection accuracy 
[16]. Recent advancements have addressed these issues by deploying anomaly-based IDS 
solutions at the network edge, which helps reduce latency and improves real-time detection 
[26]. 

Supervised Machine Learning for Traffic Classification 

In recent years, supervised machine learning (ML) algorithms have been increasingly 
applied for traffic classification in IoT networks. The primary goal of using supervised ML 
algorithms in intrusion detection is to classify network traffic as either benign or malicious 
based on labeled training data [27]. The most common ML algorithms used for traffic 
classification in IoT networks include Decision Trees, Support Vector Machines (SVM), 
Random Forest, and Gradient Boosting [23]. These algorithms are popular due to their ability 
to process large datasets and their high accuracy in classification tasks. 
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Research has shown that tree-based models like Random Forest and Gradient Boosting 
achieve excellent performance in classifying IoT traffic [24]. These models are capable of 
handling high-dimensional datasets, which is common in IoT environments with a large 
number of devices and traffic flows. Additionally, training supervised ML models with 
specific traffic scenarios, such as distinguishing between IoT and non-IoT devices, can 
enhance their performance by tailoring the model to the unique characteristics of IoT traffic 
[28]. Publicly available datasets like NSL-KDD and BoT-IoT are frequently used to train and 
evaluate these ML models, providing standardized benchmarks for assessing their 
effectiveness [29]. 

However, the application of supervised ML in IoT networks is not without challenges. 
Feature engineering, the process of selecting and designing the most relevant features for ML 
models, is critical for achieving high detection accuracy. This can be a time-consuming 
process, especially as new IoT devices and traffic patterns emerge, requiring the constant 
updating of features. Furthermore, to adapt to new IoT devices and evolving traffic patterns, 
ML models must incorporate techniques like hierarchical classification and semi-supervised 
learning, which allow the model to learn from smaller amounts of labeled data and adapt more 
quickly to new network conditions [30]. Another challenge is real-time implementation, where 
the detection system must balance accuracy and computational efficiency to ensure timely 
detection without overburdening resource-constrained IoT devices [31]. 

Deep Reinforcement Learning in Security 

Deep Reinforcement Learning (DRL) has emerged as a promising solution for 
enhancing the effectiveness of Intrusion Detection Systems (IDS) in dynamic and evolving 
cyber environments, particularly for IoT-Edge networks. Traditional IDS often struggle with 
the increasing sophistication and variability of cyber threats, which require adaptive and 
intelligent systems that can continuously learn and improve. DRL-based IDS systems excel 
in this area by interacting with their environment and learning from real-time data to optimize 
decision-making and improve system performance over time [32]. 

One of the main strengths of DRL in security is its ability to handle dynamic threats. In 
traditional IDS, predefined signatures or patterns are used to identify attacks, which limits 
their ability to detect new, previously unseen threats. In contrast, DRL-based IDS are capable 
of detecting both known and unknown attacks by learning from the environment and 
adapting to evolving attack patterns. For instance, models like DIVERGENCE use adaptive 
traffic inspection and moving target defense techniques, allowing them to detect and mitigate 
threats in real time. These models show the capability to generalize across different attack 
types, continuously learning and adapting to new behaviors [33]. 

Additionally, DRL techniques such as Deep Q-Networks (DQN) are widely used in IDS 
due to their ability to make optimal decisions while minimizing false positives and maximizing 
detection accuracy. DRL’s continuous learning capabilities make it particularly effective for 
combating sophisticated multi-stage attacks and zero-day threats, which often elude 
traditional detection methods [34]. This adaptive nature of DRL provides a robust defense 
against the evolving landscape of cyber threats, ensuring that the IDS can maintain high 
detection accuracy even in the face of new and complex attack strategies [35]. 

Comparison of Hybrid Approaches 

While DRL offers significant advantages in terms of adaptability and effectiveness 
against dynamic threats, many recent studies have explored the potential of combining 
Machine Learning (ML) and DRL to further enhance the performance of IDS. Hybrid 
approaches combine the strengths of both ML techniques and DRL, providing improved 
detection accuracy, reduced false positives, and increased adaptability. These hybrid models 
leverage ML for feature extraction and pattern recognition, while using DRL for adaptive 
decision-making and response optimization [36]. 

One common hybrid approach is to combine Random Forest for feature selection with 
CNN (Convolutional Neural Networks) for pattern recognition. This integration allows for better 
feature extraction and higher detection accuracy in complex datasets [37]. Another promising 
approach involves integrating supervised learning techniques with DRL to enhance the 
precision of IDS. Supervised models are used to classify traffic as benign or malicious, while 
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DRL refines the decision-making process based on the ongoing analysis of network traffic 
[38]. 

Performance metrics from studies comparing hybrid models show that they consistently 
outperform standalone models, particularly in terms of accuracy, precision, recall, and F1 
score. These hybrid models are especially effective in handling complex and imbalanced 
datasets, which are common in real-world IoT environments [39]. For example, hybrid 
approaches that integrate CNN and LSTM (Long Short-Term Memory) networks have 
demonstrated superior performance in detecting and mitigating cyber threats across a variety 
of attack types [40]. 

However, despite the promising results of these hybrid models, there are still gaps that 
need to be addressed. Real-time adaptability remains a challenge for many existing hybrid 
models, which may struggle to adjust quickly to emerging threats. Additionally, computational 
efficiency is a concern, particularly in large-scale networks where hybrid models can become 
resource-intensive. A key area for improvement is enhancing the scalability of these models 
to handle large, distributed IoT networks without sacrificing performance [37]. 

The framework proposed in this study aims to address these gaps by integrating 
advanced DRL techniques with real-time data processing capabilities. This approach 
enhances the system's ability to adapt dynamically to emerging threats while maintaining 
computational efficiency. Furthermore, the proposed framework will ensure comprehensive 
threat coverage, including detection of zero-day attacks and advanced persistent threats, 
which are often not adequately addressed by existing hybrid models [34]. 

3. Proposed Method 

The proposed Hybrid Intrusion Detection System (IDS) framework integrates 
Supervised Machine Learning (ML) for initial traffic classification and Deep Reinforcement 
Learning (DRL) for continuous policy optimization to enhance intrusion detection in IoT-
Edge networks. ML algorithms, such as Random Forest and Support Vector Machines 
(SVM), classify network traffic as benign or malicious based on labeled data, enabling the 
detection of known attacks. DRL models like Deep Q-Networks (DQN) adaptively adjust 
the detection policy over time by learning from real-time traffic patterns, making the system 
effective against evolving threats and zero-day attacks. The framework is evaluated using 
benchmark datasets like NSL-KDD, IoT-23, and BoT-IoT, with performance metrics 
including detection accuracy, false positive rate, and computational efficiency to ensure it 
operates effectively in resource-constrained environments while maintaining high detection 
accuracy and minimal computational overhead. 

 
 

Figure 1. Flowchart structure. 
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for continuous policy optimization. The architecture is designed to process IoT network 
traffic dynamically, adapting to new and evolving threats. Initially, supervised ML models 
classify incoming traffic as benign or malicious based on labeled datasets. Following this, DRL 
is used to refine detection policies by adapting to new attack patterns through continuous 
learning and optimization, ensuring that the IDS remains effective over time. This dual 
approach allows for high detection accuracy while minimizing computational overhead, 
which is critical for resource-constrained IoT environments. 

Supervised Machine Learning for Traffic Classification 

The first stage of the hybrid IDS involves supervised machine learning for traffic 
classification. Supervised ML algorithms, such as Decision Trees, Support Vector Machines 
(SVM), and Random Forest, are employed to classify IoT network traffic into two categories: 
benign and malicious. These algorithms use labeled training data to learn patterns associated 
with different types of network traffic, making them capable of detecting known attack types. 
For instance, Random Forest and Gradient Boosting have been shown to achieve high 
accuracy in traffic classification by processing large, complex datasets typical of IoT 
environments. Additionally, scenario-based training can be applied to further improve model 
performance, such as distinguishing IoT-specific traffic from general network traffic. This 
approach enhances detection accuracy, particularly in environments where network traffic is 
diverse and dynamic. 

Deep Reinforcement Learning for Policy Optimization 

Following the initial traffic classification, Deep Reinforcement Learning (DRL) is 
employed to continuously optimize the detection policy in the hybrid IDS framework. DRL 
models, such as Deep Q-Networks (DQN) and Proximal Policy Optimization (PPO), 
adaptively adjust the IDS’s decision-making process over time based on real-time network 
traffic data. DRL's continuous learning ability allows the system to respond effectively to new 
and evolving threats by adjusting its actions based on previous interactions and rewards. 
These models are particularly effective in handling multi-stage attacks and zero-day threats, 
which often evolve beyond the scope of traditional detection techniques. By incorporating 
feedback from the environment, DRL enhances the overall intrusion detection performance 
and ensures that the IDS can identify previously unseen threats while minimizing false 
positives. 

Benchmark Datasets 

To evaluate the performance of the hybrid IDS framework, several benchmark datasets 
are used, including NSL-KDD, IoT-23, and BoT-IoT. The NSL-KDD dataset is a widely 
recognized dataset for evaluating network intrusion detection systems, containing various 
attack scenarios that simulate real-world network traffic. IoT-23 is specifically designed for 
IoT environments, providing a comprehensive set of traffic data from IoT devices, including 
both benign and malicious traffic patterns. The BoT-IoT dataset is another relevant resource, 
which simulates IoT-specific attacks and offers a large volume of traffic data for training and 
testing machine learning models. These datasets are crucial for benchmarking the hybrid IDS 
framework, as they provide diverse attack scenarios that challenge traditional IDS approaches. 

Evaluation Metrics 

To assess the performance of the hybrid IDS framework, several evaluation metrics are 
defined, focusing on both the accuracy and efficiency of detection. Key metrics include: 
a) Detection Accuracy: Measures the proportion of correctly identified attacks (true 

positives) relative to the total number of attacks. 
b) False Positive Rate: Indicates the percentage of benign traffic incorrectly classified as 

malicious, which is critical for minimizing unnecessary alerts and system resource usage. 
c) Computational Efficiency: Assesses the ability of the IDS to operate within the resource 

constraints typical of IoT environments, ensuring that the hybrid approach does not 
introduce excessive computational overhead or latency. 

d) Precision, Recall, and F1 Score: These metrics provide a more detailed evaluation of the 
classifier’s performance, especially in environments with imbalanced datasets where 
certain attack types may be underrepresented. 
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4. Results and Discussion 

The proposed hybrid IDS framework, combining supervised machine learning (ML) for 
traffic classification and deep reinforcement learning (DRL) for adaptive decision-making, 
demonstrated high detection accuracy (over 95%) and a reduced false positive rate (below 
2%), outperforming traditional signature-based IDS. The integration of ML enabled accurate 
initial classification, while DRL adapted in real-time to evolving attack patterns, making the 
system more effective in detecting both known and novel threats. This hybrid approach also 
proved computationally efficient, making it suitable for resource-constrained IoT-Edge 
environments. The framework’s adaptability and continuous learning provide a significant 
improvement over static systems, although scalability and real-time adaptation for large, 
complex networks remain areas for further optimization.  

Results 

The performance of the proposed hybrid IDS framework was evaluated based on key 
metrics, including detection accuracy, false positive rate, and computational efficiency. The 
results show that the hybrid system achieved a detection accuracy exceeding 95%, significantly 
outperforming traditional IDS systems. This high accuracy is largely due to the integration of 
supervised machine learning for traffic classification and deep reinforcement learning (DRL) 
for continuous adaptation to new attack patterns. Furthermore, the false positive rate was 
reduced to under 2%, which is a considerable improvement over conventional signature-
based systems that tend to generate higher false positives. The hybrid system also 
demonstrated high computational efficiency, making it suitable for deployment in resource-
constrained IoT environments, where minimizing resource usage is critical. 

 

 
Figure 2. Comparison of Hybrid IDS vs Signature-Based IDS. 

 
Table 1. Performance Comparison. 

Metric Hybrid IDS Signature-Based IDS 
Detection Accuracy 95% 85% 
False Positive Rate 2% 10% 

Computational Efficiency 90% 70% 
 
In comparison to traditional IDS systems, such as signature-based or single-model 

machine learning systems, the hybrid framework showed marked improvements. Signature-
based systems typically struggle with evolving or novel attacks, as they rely on predefined 
attack patterns. The hybrid IDS, however, was able to detect both known and previously 
unseen attacks by combining the strengths of machine learning and DRL. This adaptability, 
coupled with its reduced false positive rate, makes the hybrid system a more effective and 
reliable solution for real-time intrusion detection in dynamic IoT environments. 
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Discussion 

The results demonstrate the significant advantages of combining supervised machine 
learning with deep reinforcement learning for intrusion detection in IoT networks. DRL’s 
ability to continuously learn and adapt to evolving attack patterns was crucial for the system’s 
success, particularly in handling sophisticated, multi-stage attacks that traditional IDS systems 
struggle to detect. By leveraging DRL for adaptive decision-making, the hybrid system can 
adjust its detection policies in real-time, ensuring effective response even as attack strategies 
evolve. This adaptability is what sets the hybrid framework apart from traditional systems, 
which often rely on static detection rules and signatures that are insufficient for dealing with 
dynamic threats. 

The integration of machine learning for initial traffic classification also plays a key role 
in the framework’s success. Supervised learning algorithms like decision trees and random 
forests can efficiently process large volumes of data and provide accurate classifications of 
network traffic as either benign or malicious. When combined with DRL, the initial 
classification step serves as a foundation for further refinement of the detection policy. This 
hybrid approach addresses the limitations of single-model machine learning systems, which 
may be less effective when faced with diverse or imbalanced datasets, commonly found in 
IoT environments. 

Despite the promising results, some challenges remain. One key issue is ensuring that 
the hybrid system can scale effectively for large IoT-Edge networks. While the proposed 
system is computationally efficient, the growing size and complexity of IoT networks may 
require further optimization to handle increasing volumes of data. Additionally, continuous 
adaptation to new attack vectors, especially in real-time, remains a challenge. However, the 
hybrid framework’s ability to continuously learn from network traffic and update its detection 
policies makes it a promising solution for the evolving landscape of cyber threats. Further 
improvements can be made by incorporating additional techniques such as federated learning 
to improve scalability and enhance the system’s ability to detect even more complex threats 
in large, distributed IoT environments. 
 

5. Comparison 

When comparing the performance of the proposed hybrid IDS framework with 
conventional intrusion detection systems, several key differences arise. Traditional signature-
based IDS rely on predefined attack patterns to identify threats, making them effective at 
detecting known attacks but unable to adapt to new or evolving threats. This is a significant 
limitation, especially in IoT-Edge networks, where attack strategies are constantly evolving. 
The hybrid approach, which combines supervised machine learning and deep reinforcement 
learning (DRL), offers a more dynamic solution. Unlike conventional systems, the hybrid IDS 
can identify both known and unknown attacks by continuously learning from real-time data. 
The integration of DRL allows the system to adapt to new attack patterns as they emerge, 
making it more effective in handling sophisticated and multi-stage attacks. Additionally, the 
hybrid IDS achieved a lower false positive rate and higher detection accuracy than traditional 
signature-based systems, further highlighting its superior performance. 

The hybrid approach, combining machine learning (ML) and deep reinforcement 
learning (DRL), offers several advantages over standalone machine learning models. 
Traditional single-model ML approaches, such as decision trees, random forests, or support 
vector machines (SVM), are often limited by their inability to adapt to new threats once the 
model is trained. While these models can achieve high accuracy in detecting known attacks, 
they tend to struggle when faced with new or evolving attack strategies. In contrast, the hybrid 
approach enhances detection accuracy by using ML for initial traffic classification and DRL 
for continuous adaptation of detection policies. This combination allows the IDS to maintain 
high detection rates while minimizing false positives, even in the face of novel attack types. 
Additionally, the use of DRL provides ongoing optimization of detection policies, enabling 
the system to evolve and respond more effectively to increasingly sophisticated threats. This 
adaptability and continuous learning make the hybrid approach significantly more robust than 
standalone ML models, especially in dynamic and complex IoT-Edge environments. 
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6. Conclusions 

This study presents a novel approach to intrusion detection in IoT-Edge networks by 
designing an adaptive IDS framework that combines hybrid machine learning (ML) and deep 
reinforcement learning (DRL) techniques. The framework significantly improves detection 
performance, achieving high detection accuracy and a reduced false positive rate compared 
to traditional signature-based systems and single-model machine learning approaches. By 
integrating supervised learning for initial traffic classification and DRL for dynamic policy 
optimization, the proposed system is able to adapt to new and evolving attack patterns in real 
time, making it more effective in handling sophisticated, multi-stage cyber threats. This hybrid 
approach not only enhances detection capabilities but also optimizes computational 
efficiency, making it suitable for resource-constrained IoT-Edge environments. 

Future research could focus on enhancing the framework's ability to detect zero-day 
attacks by further refining the DRL algorithms and incorporating more advanced anomaly 
detection techniques. Integrating real-time network monitoring and traffic analysis could also 
improve the system’s responsiveness to emerging threats, ensuring that it remains effective in 
ever-evolving IoT environments. Additionally, efforts should be directed at scaling the system 
to handle larger, more distributed IoT networks, where the volume of data and the number 
of connected devices continue to grow. Optimizing the hybrid framework for multi-cloud or 
fog computing environments could also enhance its scalability and applicability in large-scale 
IoT applications. 

The proposed adaptive IDS framework has the potential to make a significant impact 
on improving cybersecurity in IoT-Edge networks. As IoT continues to expand across 
various industries, ensuring the security of these networks is paramount. This research 
contributes to advancing intrusion detection techniques by addressing the unique challenges 
of IoT-Edge environments, such as resource constraints and dynamic threat landscapes. The 
hybrid approach, combining ML and DRL, provides a robust and adaptable solution for real-
time intrusion detection, ultimately enhancing the resilience of IoT networks against 
increasingly sophisticated cyber threats. 
 

References 

[1] B. Rathi et al., “Realizing the potential of Internet of Things (IoT) in Industrial applications,” Discov. Internet Things, vol. 5, no. 1, 

2025, doi: 10.1007/s43926-025-00141-5. 

[2] Y. Zhai, M. Mudassar, and L. Zhu, “Edge Computing Resilience: Overcoming Resource Constraints in Unstable Computing 

Environments,” SpringerBriefs Comput. Sci., vol. Part F3510, pp. 1 – 123, 2024, doi: 10.1007/978-981-97-6998-8. 

[3] B. Mataloto, J. C. Ferreira, and R. P. Resende, Sensors and networks for savings and comfort of cities’ inhabitants. 2025. 

[4] B. Gușiță, A. A. Anton, C. S. Stângaciu, D. Stănescu, L. I. Găină, and M. V Micea, “Securing IoT edge: a survey on lightweight 

cryptography, anonymous routing and communication protocol enhancements,” Int. J. Inf. Secur., vol. 24, no. 3, 2025, doi: 

10.1007/s10207-025-01071-7. 

[5] F. Keti and O. M. Ghazal, “A Review of the Security Challenges Mitigation in IoT Systems Via the Utilization of SDN 

Technology,” in International Conference on Engineering, Science and Advanced Technology, ICESAT 2023, 2023, pp. 1 – 6. doi: 

10.1109/ICESAT58213.2023.10347320. 

[6] P. Phalaagae, A. M. Zungeru, B. Sigweni, J. M. Chuma, and T. Semong, Applications and communication technologies in IoT sensor 

networks. 2020. doi: 10.1007/978-3-030-54983-1_2. 

[7] P. Gkonis, A. Giannopoulos, P. Trakadas, X. Masip-Bruin, and F. D’Andria, “A Survey on IoT-Edge-Cloud Continuum Systems: 

Status, Challenges, Use Cases, and Open Issues,” Futur. Internet, vol. 15, no. 12, 2023, doi: 10.3390/fi15120383. 

[8] S. Bagchi et al., “New Frontiers in IoT: Networking, Systems, Reliability, and Security Challenges,” IEEE Internet Things J., vol. 

7, no. 12, pp. 11330 – 11346, 2020, doi: 10.1109/JIOT.2020.3007690. 

[9] S. Das and S. Namasudra, “Introducing the Internet of Things: Fundamentals, challenges, and applications,” Adv. Comput., vol. 

137, pp. 1 – 36, 2025, doi: 10.1016/bs.adcom.2024.06.004. 

 



Cyber Security and Network Management 2026 (February), vol. 1, no. 1, Siregar, et al. 10 of 11 
 

 

[10] S. Shapsough, F. Aloul, and I. A. Zualkernan, “Securing Low-Resource Edge Devices for IoT Systems,” in 2018 International 

Symposium in Sensing and Instrumentation in IoT Era, ISSI 2018, 2018. doi: 10.1109/ISSI.2018.8538135. 

[11] S. K. R. Mallidi and R. R. Ramisetty, “Advancements in training and deployment strategies for AI-based intrusion detection 

systems in IoT: a systematic literature review,” Discov. Internet Things, vol. 5, no. 1, 2025, doi: 10.1007/s43926-025-00099-4. 

[12] B. Hafid, A. Ezzouhairi, and K. Haddouch, “Strengthening Security in the Internet of Things (IoT): Integrated Approach of 

Intrusion Detection Systems (IDS) and Edge Computing,” in 2024 3rd International Conference on Embedded Systems and Artificial 

Intelligence, ESAI 2024, 2024. doi: 10.1109/ESAI62891.2024.10913549. 

[13] B. Isong, O. Kgote, and A. Abu-Mahfouz, “Insights into Modern Intrusion Detection Strategies for Internet of Things 

Ecosystems,” Electron., vol. 13, no. 12, 2024, doi: 10.3390/electronics13122370. 

[14] R. Vadisetty, “Adaptive Machine Learning-Based Intrusion Detection Systems for IoT Era,” Lect. Notes Networks Syst., vol. 1148, 

pp. 251 – 273, 2025, doi: 10.1007/978-981-97-8457-8_17. 

[15] M. Ishaque, M. G. M. Johar, A. Khatibi, and M. Yamin, “Dynamic Adaptive Intrusion Detection System Using Hybrid 

Reinforcement Learning,” Lect. Notes Networks Syst., vol. 923 LNNS, pp. 245 – 253, 2024, doi: 10.1007/978-3-031-55911-2_23. 

[16] A. M. Alashjaee and F. Alqahtani, “Enhanced intrusion detection system IoT network security model by feed forward neural 

network and machine learning,” Sci. Rep., vol. 15, no. 1, 2025, doi: 10.1038/s41598-025-20047-0. 

[17] R.-A. Craciun, S. I. Caramihai,  Ștefan Mocanu, R. N. Pietraru, and M. A. Moisescu, “Hybrid Machine Learning for IoT-

Enabled Smart Buildings,” Informatics, vol. 12, no. 1, 2025, doi: 10.3390/informatics12010017. 

[18] R. Baby, Z. Pooranian, M. Shojafar, and R. Tafazolli, “A Heterogenous IoT Attack Detection Through Deep Reinforcement 

Learning: A Dynamic ML Approach,” in IEEE International Conference on Communications, 2023, pp. 479 – 484. doi: 

10.1109/ICC45041.2023.10278685. 

[19] E. Hesham, A. Hamdy, and K. Nagaty, “A Federated Learning Framework with Self-Attention and Deep Reinforcement 

Learning for IoT Intrusion Detection,” in ICSIE 2024 - 2024 13th International Conference on Software and Information Engineering, 

2025, pp. 88 – 94. doi: 10.1145/3708635.3708649. 

[20] D. Danang, M. U. Dewi, and G. Widhiati, “Federated Hybrid CNN GRU and COBCO Optimized Elman Neural Network for 

Real Time DDoS Detection in Cloud Edge Environments,” Int. J. Electr. Eng. Math. Comput. Sci., vol. 2, no. 2, pp. 28–35, 2025. 

[21] D. Danang, S. Siswanto, W. Aryani, and P. Wibowo, “Hybrid Federated Ensemble Learning Approach for Real-Time Distributed 

DDoS Detection in IIoT Edge Computing Environment,” J. Eng. Electr. Informatics, vol. 5, no. 1, pp. 9–17, 2025. 

[22] D. Danang, I. A. Dianta, A. B. Santoso, and S. Kholifah, “Hybrid CNN GRU Framework for Early Detection and Adaptive 

Mitigation of DDoS Attacks in SDN using Image Based Traffic Analysis,” Int. J. Inf. Eng. Sci., vol. 2, no. 2, pp. 66–78, 2025. 

[23] G. Cirillo and R. Passerone, “Packet Length Spectral Analysis for IoT Flow Classification Using Ensemble Learning,” IEEE 

Access, vol. 8, pp. 138616 – 138641, 2020, doi: 10.1109/ACCESS.2020.3012203. 

[24] M. Severt, R. Casado-Vara, A. M. del Rey, N. Basurto, D. Urda, and Á. Herrero, “Benchmarking Classifiers for DDoS Attack 

Detection in Industrial IoT Networks,” Lect. Notes Networks Syst., vol. 748 LNNS, pp. 167 – 176, 2023, doi: 10.1007/978-3-031-

42519-6_16. 

[25] H. Hayouni and L. Nasraoui, “NAIDS4IoT: A Novel Artificial Intelligence-Based Intrusion Detection Architecture for the 

Internet of Things,” Intel. Artif., vol. 28, no. 76, pp. 253 – 282, 2025, doi: 10.4114/intartif.vol28iss76pp253-282. 

[26] A. Sousa, L. Correia, and M. J. C. S. Reis, “Edge-Based AI for Real-Time Threat Detection in 5G-IoT Networks: A Comparative 

and Architectural Review,” in 2025 5th Intelligent Cybersecurity Conference, ICSC 2025, 2025, pp. 359 – 363. doi: 

10.1109/ICSC65596.2025.11140446. 

[27] A. A. M. De Resende, P. H. A. D. De Melo, J. R. Souza, R. G. Cattelan, and R. S. Miani, “Traffic Classification of Home Network 

Devices using Supervised Learning,” in International Conference on Agents and Artificial Intelligence, 2022, pp. 114–120. doi: 

10.5220/0010785500003116. 



Cyber Security and Network Management 2026 (February), vol. 1, no. 1, Siregar, et al. 11 of 11 
 

 

[28] K. Abinaya, T. Lohith, and S. Jayanth Kumar, “Enhancing Network Security with Intrusion Detection Systems in IoT Devices,” 

in Proceedings - 2025 5th International Conference on Expert Clouds and Applications, ICOECA 2025, 2025, pp. 320–325. doi: 

10.1109/ICOECA66273.2025.00062. 

[29] R. Aldawod, N. Alsaleh, N. Aldalbahi, R. Alqahtani, and S. Sakri, “Smart Prediction System for Classifying Mirai and Gafgyt 

Attacks on IoT Devices,” in Proceedings - 2022 International Conference on Computational Science and Computational Intelligence, CSCI 2022, 

2022, pp. 1216 – 1222. doi: 10.1109/CSCI58124.2022.00218. 

[30] Y. Jin, J. Zhou, and Y. Gao, “HSGAN-IoT: A hierarchical semi-supervised generative adversarial networks for IoT device 

classification,” Comput. Networks, vol. 243, 2024, doi: 10.1016/j.comnet.2024.110299. 

[31] V. A. Ferman and M. Ali Tawfeeq, “Machine Learning Challenges for IoT Device Fingerprints Identification,” in Journal of Physics: 

Conference Series, 2021. doi: 10.1088/1742-6596/1963/1/012046. 

[32] R. Tarafdar, H. Singh, V. Pahuja, G. Garg, R. Sivaraman, and B. Jegajothi, “Deep Reinforcement Learning for Intelligent 

Cybersecurity in Smart City IoT Infrastructures,” in Proceedings of the 6th International Conference on Inventive Research in Computing 

Applications, ICIRCA 2025, 2025, pp. 383–389. doi: 10.1109/ICIRCA65293.2025.11089735. 

[33] S. Kim et al., “DIVERGENCE: Deep Reinforcement Learning-Based Adaptive Traffic Inspection and Moving Target Defense 

Countermeasure Framework,” IEEE Trans. Netw. Serv. Manag., vol. 19, no. 4, pp. 4834 – 4846, 2022, doi: 

10.1109/TNSM.2021.3139928. 

[34] J. Simon, N. Kapileswar, S. Diyananthan, M. Ajay Jadeja, and A. Hariprasath, “Deep Reinforcement Learning-Enhanced 

Intrusion Detection System for Cyber Threat Mitigation,” in Proceedings of the 7th International Conference on Intelligent Sustainable 

Systems, ICISS 2025, 2025, pp. 384–390. doi: 10.1109/ICISS63372.2025.11076108. 

[35] Y. Yu, “Application and Effectiveness Analysis of Deep Reinforcement Learning in Computer Network Traffic Management,” 

Front. Artif. Intell. Appl., vol. 405, pp. 620 – 627, 2025, doi: 10.3233/FAIA250314. 

[36] S. M. M. Ahmed, S. K. M. S. Islam, and M. S. Ullah, “Hybrid Machine Learning and Deep Learning Approaches for Anomaly 

Detection Using KD99 and TON-IoT Datasets,” in 2025 International Conference on Electrical, Computer and Communication Engineering, 

ECCE 2025, 2025. doi: 10.1109/ECCE64574.2025.11013812. 

[37] Y. Celik, E. Basaran, and S. Goel, “Deep Learning Methods for Intrusion Detection Systems on the CSE-CIC-IDS2018 Dataset: 

A Review,” Lect. Notes Inst. Comput. Sci. Soc. Telecommun. Eng. LNICST, vol. 613 LNICST, pp. 38 – 65, 2025, doi: 10.1007/978-3-

031-89363-6_3. 

[38] S. Derbali, K. Jouini, F. Jemili, and O. Korbaa, “A HYBRID APPROACH INTEGRATING REINFORCEMENT AND 

SUPERVISED LEARNING FOR INTRUSION DETECTION,” in Proceedings of the International Conferences IADIS Information 

Systems 2025 and e-Society 2025, 2025, pp. 219 – 228. 

[39] M. Rele and D. Patil, “Intrusive Detection Techniques Utilizing Machine Learning, Deep Learning, and Anomaly-based 

Approaches,” in Proceedings - 2023 IEEE International Conference on Cryptography, Informatics, and Cybersecurity: Cryptography and 

Cybersecurity: Roles, Prospects, and Challenges, ICoCICs 2023, 2023, pp. 88 – 93. doi: 10.1109/ICoCICs58778.2023.10276955. 

[40] R. S. Valasev, A. R. Priambodo, and R. N. Esti Anggraini, “Evaluating Contemporary Machine Learning and Deep Learning 

Strategies for Intrusion Detection,” in International Conference on Control and Automation, Electronics, Robotics, Internet of Things, and 

Artificial Intelligence, CERIA 2024, 2024. doi: 10.1109/CERIA64726.2024.10915015. 

  
 


