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Abstract: The increasing complexity and scale of modern cybersecurity threats necessitate the devel-
opment of advanced systems capable of efficiently detecting, analyzing, and mitigating incidents in real
time. This paper proposes an automated framework for digital forensics and incident response that
leverages big data analytics and real-time network traffic profiling. The framework integrates cutting-
edge technologies, including Apache Spark for real-time data processing and Hadoop for scalable data
storage, combined with machine learning models like LSTM and Autoencoders to detect anomalies
and threats in network traffic. By automating the process of incident detection and response, this
framework significantly reduces the time required to identify threats and improves the accuracy of
forensic evidence correlation across heterogeneous network environments. The study highlights the
advantages of using machine learning models and big data tools to address the limitations of traditional
manual and semi-automated systems, which often struggle to keep pace with large-scale data genera-
tion. Testing results demonstrate that the proposed framework can handle large data volumes effi-
ciently, providing real-time, actionable insights with significantly reduced response times. Additionally,
the framework improves forensic analysis by enabling the correlation of evidence from different de-
vices and protocols, making it more effective than traditional methods in identifying the root cause of
security incidents. However, challenges related to data heterogeneity, scalability, and system integration
were encountered during testing. The proposed framework holds promise for significantly enhancing
the efficiency and effectiveness of cybersecurity operations, with future work focusing on further inte-
gration of advanced Al techniques and machine learning models for dynamic and adaptive incident
response.
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1. Introduction

@ ® @ The field of digital forensics and incident response (DFIR) plays a crucial role in main-
taining cybersecurity, especially when handling large-scale, heterogeneous network environ-

ments. However, conventional DFIR processes face significant challenges that hinder their
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mons.org/licenses/by-sa/4.0/) The volume and complexity of data generated in contemporary network environments

present another obstacle. The data is not only massive but also diverse in nature, which poses

DOI:10.62411/---- https:/ /journal.apjikom.or.id/index.php/CYBERNet


https://journal.apjikom.or.id/index.php/CYBERNet
mailto:danang150787@gmail.com
mailto:zaenalmustofa@uny.ac.id
mailto:dahil.irlon@gmail.com
https://creativecommons.org/licenses/by-sa/4.0/
https://creativecommons.org/licenses/by-sa/4.0/

Cyber Security and Network Management 2026 (Januaty), vol. 01, no. 01, Danang, et al. 45 of 11

significant difficulties for forensic investigators who must analyze a variety of data types in
real-time [3]. This challenge is further compounded by heterogeneity; the diversity of devices
and data formats complicates the acquisition, preservation, and analysis of digital evidence
[4]. Additionally, ensuring privacy and trust in multi-tenant environments, particularly in
cloud computing scenatios, remains a critical concern, as securing sensitive information from
unauthorized access is more complex in distributed systems [5].

Furthermore, the velocity and variety of data generated in modern networks require ad-
vanced tools and methodologies that can quickly and accurately process information [6]. Tra-
ditional DFIR tools, however, often fail to meet these needs, resulting in prolonged incident
identification times and inefficient evidence collection, which can compromise the investiga-
tion process [7]. As a result, critical incidents may go undetected or unresolved for extended
petiods, leading to further security risks.

Conventional DFIR processes are often slow, inefficient, and inadequate when dealing
with the vast amounts of data generated in large-scale, heterogeneous environments. This
inadequacy results in several key issues: delayed incident identification, inefficient evidence
collection, and a limited scope of existing forensic tools. Moreover, the financial burden of
purchasing advanced forensic tools and the legal complexities of remote and live forensics
further exacerbate these challenges [8].

As cybersecurity threats become more sophisticated and large-scale, traditional digital
forensics and incident response (DFIR) processes struggle to keep up with the demands of
modern, heterogeneous network environments. The growing complexity of technology, in-
cluding mobile devices, cloud computing, and the Internet of Things (IoT), further amplifies
these challenges. Conventional DFIR tools often lack the capacity to efficiently manage the
massive amounts of data generated in real-time, leading to delays in incident detection and
response. This study proposes an automated digital forensics and incident response frame-
work that integrates big data analytics and real-time network traffic profiling to enhance the
detection, analysis, and mitigation of cybersecurity threats, making the process more efficient,
accurate, and proactive [9].

The significance of this study lies in its potential to improve the efficiency, speed, and
accuracy of cybersecurity incident response. By utilizing real-time detection and mitigation,
the proposed framework can significantly reduce the time required to identify and respond to
threats. An Automated Incident Response System (AIRS) using techniques like Random For-
est for anomaly detection has demonstrated a high accuracy rate of 94.7%, significantly low-
ering false positives and ensuring more robust cyber defense [9]. Additionally, automated log
monitoring approaches that can detect missing log values and generate security alerts will
streamline the incident response process and enhance Digital Forensic Readiness (DFR), re-
ducing operational disruptions [10].

Speed is another crucial factor in modern cybersecurity environments, and this frame-
work uses big data analytics to process vast amounts of network traffic data rapidly. Tools
like Hadoop allow for efficient handling of large-scale data, but their complexity can present
challenges [11]. Moreover, integrating machine learning models such as Reinforcement Learn-
ing (RL) and Graph Neural Networks (GNNs) helps filter out irrelevant data, focusing on
true positives and speeding up the detection process [12]. This combination of big data and
machine learning ensures that the framework can keep pace with the dynamic nature of mod-
ern cyber threats, enabling quicker response times and more accurate results.

Finally, the integration of optimized models and proactive forensic mechanisms further
improves the accuracy and reliability of the system. Techniques such as Optuna for hyperpa-
rameter optimization have shown promise in fine-tuning detection models to enhance their
effectiveness [9]. By incorporating frameworks like MITRE ATT&CK, the study also ensures
that forensic processes are not only efficient but also legally sound, preserving the integrity
of digital evidence [13]. The framework’s ability to handle diverse data from 10T, cloud envi-
ronments, and social networks offers a comprehensive approach to cybersecurity, ensuring
that it can predict and prevent attacks in real-time while maintaining forensic soundness [14].
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2. Literature Review

Digital Forensics and Incident Response: Overview of Traditional Methods and
Their Limitations

Traditional methods in digital forensics and incident response (DFIR) involve a detailed
and systematic approach to identifying, preserving, and analyzing digital evidence, typically
from computer systems. In computer forensics, the process involves the identification,
preservation, examination, and analysis of data from digital devices. However, these methods
are often time-consuming and require specialized expertise [15]. Additionally, incident re-
sponse typically focuses on restoring normal setvice after a cybersecurity incident, often pri-
oritizing rapid recovery over detailed forensic analysis [16]. The limitations of traditional
DFIR methods include the slow pace due to the increasing capacity of storage media [17], the
complexity of modern cyber threats, and the lack of a systematic approach to analyzing vast
volumes of data, which results in slower decision-making and inefficiency in investigations
[18]. Furthermore, the ad-hoc models used in existing forensic tools often lack standardiza-
tion, which hinders their reliability in legal proceedings [19].

Big Data Analytics in Cybersecurity: Enhancing Digital Forensics and Incident Re-
sponse

Big data analytics has emerged as a powerful tool to address the limitations of traditional
methods in cybersecurity and digital forensics. The vast amounts of data generated by 10T,
cloud computing, and social networks pose a significant challenge to traditional DFIR meth-
ods, which are often not designed to handle such large-scale data [20]. Big data analytics ena-
bles the processing of enormous datasets, improving the eatly detection and prevention of
cyberattacks. Predictive analytics can analyze historical data and identify patterns that signal
potential future threats, offering proactive measures rather than reactive ones [21]. Moreover,
big data analytics enhances agility in incident response by providing more flexible, innovative,
and faster ways to detect and mitigate cyber threats [22]. Techniques like deep learning can
significantly speed up investigations by filtering relevant evidence from large volumes of data,
improving the accuracy of threat detection and reducing the time spent on non-relevant data
[14].

The integration of big data platforms such as Hadoop allows for real-time analysis of
large volumes of network data, enabling faster detection of anomalies and more accurate
identification of threats [11]. However, there are challenges associated with the complexity of
managing big data environments, especially regarding data privacy and ethical concerns that
arise from the use of Al and machine learning in cybersecurity [19]. Additionally, environ-
ments like Hadoop, which are designed for large-scale data processing, present difficulties in
conducting forensic investigations due to their distributed nature and component complexity

[23].

Real-Time Network Traffic Profiling: Previous Works on Network Traffic Profiling
and How It Aids in Detecting Threats in Real-Time

Network traffic profiling (NTA) plays a vital role in detecting security breaches by mon-
itoring and analyzing real-time data traffic on networks. Network traffic profiling allows ad-
ministrators to identify patterns and anomalies that could indicate a cyberattack. Techniques
such as machine learning and statistical analysis have been effectively used to detect abnormal
network behavior in real time, enabling early identification of threats [24]. Visualization tech-
niques, such as stacked histograms and behavioral modeling, have also been used to present
network activity data in a manner that is easier for administrators to interpret, improving their
ability to spot potential attacks in real time [25].

Advanced methods like network watermarking provide an active form of network traffic
analysis, enabling the tracking and identification of traffic flows, which overcomes the limita-
tions of passive traffic analysis [23]. The integration of machine learning models such as Long
Short-Term Memory (LSTM) networks and Autoencoders offers robust anomaly detection
capabilities, which are essential for improving response times and detection accuracy [25].
Moreover, hybrid techniques, which combine signature-based detection with anomaly detec-
tion, offer a comprehensive solution to identifying both known and unknown threats [24].
Real-time anomaly detection using techniques like K-means clustering has shown promising
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results in detecting network anomalies and enhancing the effectiveness of network traffic
analysis [26].

Automated Systems in Cybersecurity: Review of Current Automated and Semi-Auto-
mated Systems, with an Emphasis on Their Strengths and Weaknesses in Handling
Cyber Incidents

Automated and semi-automated systems have become integral components of modern
cybersecurity operations. These systems leverage technologies like machine learning, big data
analytics, and orchestration to streamline the detection, analysis, and response to cybersecu-
rity threats. One of the major frameworks in this domain is Security Orchestration, Automa-
tion, and Response (SOAR) systems, which combine automation, machine learning, and or-
chestration to improve incident response efficiency [27]. SOAR systems enable seamless in-
tegration of security tools, allowing for faster response times and reducing human error. Ad-
ditionally, big data integration plays a pivotal role in enhancing real-time threat detection and
response. Technologies such as Apache Kafka for data ingestion and Apache Flink for stream
processing, when combined with machine learning models like Long Short-Term Memory
(LSTM) and Autoencoders, significantly improve the accuracy and speed of threat identifica-
tion [20].

However, these systems also have limitations. One key weakness is their complexity in
integrating data from multiple sources. Combining flow-level and packet-level data for real-
time analysis often requires sophisticated frameworks capable of handling large-scale data
while maintaining high accuracy [28]. Furthermore, the effectiveness of machine learning
models heavily relies on the quality and volume of data, meaning poor data quality can signif-
icantly hinder their performance [29]. Another challenge is the ethical concerns surrounding
the use of Al and machine learning in cybersecurity. Over-reliance on automated systems can
create vulnerabilities, such as the potential misuse of Al by malicious actors [30]. Thus, while
automated systems show immense promise, they are not without their flaws, particularly in
terms of integration and reliance on high-quality data.

Research Gaps: Identify the Gap that This Study Intends to Fill by Integrating Big
Data and Real-Time Traffic Profiling into a Comprehensive Automated Framework

Despite significant advancements in automated cybersecurity systems, there remain re-
search gaps that need to be addressed. Traditional security systems struggle to cope with the
growing complexity and scale of modern cyber threats, which often involve large data vol-
umes and heterogeneous networks [20]. One of the primary gaps is the integration of big data
analytics and real-time traffic profiling for intrusion detection. While there have been isolated
efforts to analyze traffic at either the flow or packet level, the integration of both for real-
time threat detection remains largely unexplored. This gap presents an opportunity for devel-
oping innovative frameworks that can better handle the complexity of modern, intercon-
nected networks [28].

This study aims to fill this gap by developing a comprehensive automated framework
that integrates big data analytics with real-time network traffic profiling. By leveraging tech-
nologies like Apache Spark for real-time data processing and combining it with advanced
machine learning models for predictive analytics, the proposed framework will enhance the
speed, accuracy, and scalability of incident response [20]. Moreover, the framework will in-
corporate adaptive learning techniques, allowing the system to continuously improve its de-
cision-making processes and better respond to emerging threats [31]. This integrated ap-
proach aims to address current challenges in scalability and efficiency by providing a more
comprehensive and dynamic solution for real-time network security and incident response.

3. Proposed Method

The proposed framework integrates big data analytics, network traffic profiling, and rule-
based automation to create a scalable system for real-time incident detection and response in
complex cyber environments. By utilizing Hadoop and Apache Spark for large-scale data pro-
cessing and real-time analytics, the framework can efficiently handle vast volumes of network
data, ensuring fast threat detection. Network traffic profiling continuously monitors and an-
alyzes data to identify anomalies, while rule-based automation triggers predefined responses
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to mitigate threats automatically, reducing incident response times. The system’s architecture
includes layers for data ingestion, real-time processing, and automated decision-making, ena-
bling seamless, effective cybersecurity operations.

Research and Method

Framework Overview Big Data Integration Traffic Profiling Rule-Based Automation System Architecture
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Figure 1. Flowchart structure.

Framework Overview

The proposed framework aims to integrate big data analytics, network traffic profiling,
and rule-based automation to create an efficient and scalable system for real-time incident
detection and response in heterogeneous cyber environments. This framework is designed to
address the limitations of traditional incident response systems, which are often slow and
inefficient when handling large-scale, complex data environments. By leveraging the power
of big data technologies such as Apache Spark and Hadoop, the framework can process vast
amounts of network data in real-time, enhancing the detection and mitigation of cybersecurity
threats. The framework also incorporates network traffic profiling to continuously monitor
network behavior and rule-based automation to trigger rapid incident responses based on
predefined criteria, ensuring timely and accurate threat mitigation.

Big Data Integration

Big data technologies such as Hadoop and Apache Spark play a central role in the pro-
posed framework by enabling the efficient processing and analysis of large volumes of net-
work traftic data. Hadoop is used for distributed storage and processing of data, allowing the
framework to handle vast amounts of data generated from multiple network devices and
sources. Apache Spark is employed for real-time data processing, enabling faster data analysis
and quicker identification of potential threats. By integrating these big data technologies, the
framework can scale to handle the increasing volumes of network traffic generated by modern
cyber environments, ensuring that incident response remains efficient even as data grows in
size and complexity.

Traffic Profiling

Network traffic profiling is a critical component of the framework, as it allows for con-
tinuous monitoring of network activity and detection of abnormal patterns indicative of se-
curity threats. The process begins with data collection, where network traffic data is gathered
from various network devices and communication channels. This data is then subjected to
normalization, where it is cleaned and standardized to ensure consistency across different data
sources. The next step is profiling, where machine learning models and statistical techniques
are used to analyze network traffic patterns, identify anomalies, and generate insights into
potential security incidents. These techniques help the system detect both known and un-
known threats, improving the overall security posture of the network.
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Rule-Based Automation

The framework incorporates rule-based automation to enable rapid decision-making in
response to detected incidents. Predefined rules, such as thresholds for network traffic be-
havior or specific patterns of activity, are implemented to automatically trigger responses
when an anomaly is detected. For example, if the system identifies a significant deviation from
normal network traffic patterns-such as an unusually high volume of outgoing data-rules can
be set to automatically initiate incident response measures, such as isolating affected devices
or blocking suspicious traffic. This automation ensures that response times are minimized,
reducing the impact of security incidents and improving overall system resilience.

System Architecture

The system architecture of the proposed framework integrates all the components dis-
cussed above. At its core, the architecture consists of three main layers: data ingestion, pro-
cessing, and decision-making. The data ingestion layer collects raw network traffic data from
various sources, which is then fed into the processing layer where big data technologies like
Apache Spark and Hadoop are employed to analyze and process the data in real-time. The
decision-making layer uses machine learning models and rule-based automation to make
quick, informed decisions about potential security incidents and trigger appropriate re-
sponses. The interaction between these layers allows for seamless operation, ensuring that the
system can efficiently detect, analyze, and respond to cybersecurity threats in real-time.

4. Results and Discussion

The proposed framework was tested in a simulated network environment, successfully
handling large volumes of data from various network devices using Apache Spark for real-
time processing and Hadoop for distributed storage. It significantly reduced incident identi-
fication time, enabling real-time detection and response to cyber threats, outperforming tra-
ditional methods that rely on manual analysis. The framework also improved the accuracy of
forensic evidence correlation by integrating data from different sources, providing more ro-
bust insights into incidents. However, challenges such as data heterogeneity, scalability issues,
and integration complexities with flow-level and packet-level data were encountered, high-
lighting areas for future improvement. Despite these challenges, the framework showed
strong potential for enhancing incident response and threat detection in complex, high-traffic
network environments.

Results

The testing of the proposed framework was conducted in a simulated network environ-
ment with a range of network traffic data sourced from both controlled and real-world set-
tings. The framework successfully processed large volumes of data from multiple devices,
including routers, firewalls, and intrusion detection systems. The system utilized Apache
Spark for real-time data processing and Hadoop for distributed storage and analysis, allowing
for efficient management of vast data sets. Real-time simulations of cyberattacks, such as
Distributed Denial of Service (DDoS) and malware infections, were conducted to assess the
framework’s effectiveness in detecting and mitigating cybersecurity threats. Results showed
that the system could handle high data volumes with minimal performance degradation,
providing actionable insights within seconds.
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Table 1. Testing Challenges.

Challenge Impact  Solution Needed

Data Heterogeneity High Data Normalization
Scalability Issues Moderate Framework Optimization
Integration of Flow and Packet-Level Data High Seamless Integration

The Results and Discussion section highlights the key findings from testing the proposed
framework. The incident identification time comparison shows that the framework signifi-
cantly reduces detection time, from over 3 hours with traditional methods to just a few
minutes. The forensic evidence correlation accuracy bar chart reveals that the framework im-
proves accuracy to 90%, compared to just 65% with traditional methods, demonstrating en-
hanced reliability in forensic investigations. Additionally, the testing challenges table outlines
key obstacles faced during implementation, such as data heterogeneity, scalability issues, and
integration difficulties, while providing solutions like data normalization, framework optimi-
zation, and seamless integration to address these challenges effectively.

The framework was particularly effective in reducing incident identification time, iden-
tifying threats and generating alerts within minutes of their occurrence. This significant im-
provement over traditional methods, which can take hours or days to detect and respond to
incidents, demonstrates the framework's capacity to enable real-time threat detection. More-
over, the integration of machine learning models like LSTM and Autoencoders allowed the
system to quickly identify and respond to abnormalities in network traffic, offering superior
capabilities in anomaly detection.
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Discussion

The incident identification time was notably reduced in comparison to traditional meth-
ods. Traditional systems rely heavily on manual analysis and static threat detection models,
which often result in delayed responses. In contrast, the proposed framework’s real-time net-
work traffic profiling and rule-based automation enabled it to detect anomalies and generate
responses quickly. This reduction in response time is particularly beneficial in environments
where rapid mitigation of threats is essential to prevent data breaches or system outages. The
framework demonstrated its ability to automate the detection and response process, signifi-
cantly improving the overall efficiency of incident management.

Additionally, the accuracy of forensic evidence correlation was another key benefit of
the framework. Traditional systems often struggle with correlating evidence across various
devices and data types, especially in complex network environments. The proposed frame-
work, by leveraging big data analytics and machine learning, successfully integrated evidence
from different network devices and communication protocols. This integration allowed for
more comprehensive and accurate forensic analysis, making it easier to identify the root
causes of incidents and trace the sequence of events leading up to an attack. The correlation
of evidence from disparate sources further strengthened the framework’s ability to provide
more robust insights into network security incidents.

However, several challenges were encountered during the implementation and testing of
the framework. One of the primary difficulties was the heterogeneity of network traffic data,
which came from various sources with different formats and structures. This required exten-
sive data normalization to ensure consistency across all data sources before analysis, which
added complexity to the processing pipeline. Another challenge was scalability. While the
system performed well with medium-sized data sets, performance issues arose when handling
larger volumes of data in real-world scenarios. The framework struggled with high-speed data
generation in large network environments, which necessitated further optimization. Lastly,
integration challenges were observed in aligning flow-level and packet-level data. This is an
area for improvement, as seamless integration is crucial for real-time analysis and effective
threat detection. Despite these challenges, the framework demonstrated significant potential
for deployment in complex, high-volume network environments.

5. Comparison

The comparison between the proposed automated framework and traditional manual or
semi-automated incident response systems highlights significant differences in terms of effi-
ciency and effectiveness. Traditional systems rely heavily on human intervention, which can
lead to delays in incident identification and response. Manual processes are often time-con-
suming and prone to human error, especially when handling large volumes of data. Semi-
automated systems, while faster than manual methods, still require significant human over-
sight and struggle with large-scale, real-time data processing. In contrast, the proposed auto-
mated framework operates with minimal human intervention, leveraging real-time network
traffic profiling and rule-based automation to quickly detect and respond to incidents. This
automation significantly reduces incident identification time, ensuring that threats are miti-
gated more rapidly compared to traditional methods.

The performance of the proposed framework was evaluated in terms of speed, accuracy,
and scalability, and compared to existing systems. In terms of speed, the framework demon-
strated a significant reduction in incident identification time when compared to manual and
semi-automated approaches. Traditional systems, which often rely on static threat detection
methods and manual data analysis, take longer to detect and respond to incidents. The auto-
mated framework, on the other hand, detected and responded to threats in real time, identi-
tying incidents in a matter of minutes rather than hours or days. In terms of accuracy, the
framework's ability to correlate forensic evidence across multiple devices and protocols was
superior to traditional methods, which often struggle to integrate data from heterogeneous
sources. Finally, the scalability of the framework was another advantage. The system was able
to efficiently handle large volumes of data, whereas traditional methods tend to slow down
or require significant manual intervention as data sets grow in size and complexity.

One of the main advantages of the proposed framework over traditional methods is its
ability to handle large-scale, real-time data effectively. Traditional systems often struggle with
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the increasing volume and complexity of modern network data, which can overwhelm manual
analysis tools and slow down incident detection. The automated framework, powered by big
data technologies such as Apache Spark and Hadoop, can efficiently process vast amounts of
data in real-time, ensuring that incident detection remains timely and accurate even in large-
scale environments. Additionally, the framework's ability to correlate forensic evidence across
different devices and protocols offers a significant improvement over traditional methods,
which often rely on isolated data sources and lack comprehensive integration. This superior
evidence correlation allows for more accurate and complete investigations, providing a more
reliable foundation for identifying the root cause of incidents and mitigating threats effec-
tively.

6. Conclusions

The key findings from the evaluation of the proposed framework demonstrate its effec-
tiveness in significantly improving incident identification time and forensic evidence accuracy.
By automating the detection and response process, the framework reduces the time required
to identify and respond to incidents, with threats being detected in minutes instead of hours
or days. Additionally, the framework's ability to correlate forensic evidence across diverse
network devices and communication protocols enhances the accuracy and completeness of
digital forensics, improving the overall reliability of incident investigations.

The proposed framework has significant implications for cybersecurity, particularly in
real-world, heterogeneous cyber environments. Its ability to handle large-scale, real-time data
processing makes it highly suitable for dynamic and complex network settings, where tradi-
tional manual and semi-automated systems often fail to keep up. By integrating big data ana-
Iytics and real-time network traffic profiling, the framework offers a comprehensive solution
for automated incident response, enhancing the speed and accuracy of threat detection and
mitigation. This approach not only improves the efficiency of cybersecurity operations but
also ensures that forensic investigations are more reliable, providing a solid foundation for
legal proceedings and organizational decision-making.

While the framework shows significant promise, there are opportunities for further im-
provements and enhancements. One potential area for future work is the integration of more
advanced machine learning models and artificial intelligence (Al) to make the incident re-
sponse process even more dynamic. The incorporation of reinforcement learning or deep
learning techniques could allow the framework to adapt more quickly to new, evolving threats,
improving its ability to predict and respond to incidents in a more proactive manner. Addi-
tionally, the framework could be enhanced by expanding its capabilities to integrate with more
diverse data sources and protocols, further improving its applicability across different types
of networks and security environments. These advancements would contribute to a more
adaptive, scalable, and efficient cybersecurity solution, ensuring that the framework remains
effective in combating the increasingly sophisticated landscape of cyber threats.
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